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process applicable o nework indusries and he markes or heir services.
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recommendaons relaed o he regulaon o service providers, o he specicaon o marke rules

and o improvemens in he managemen o inrasrucure in a changing polical, economic,

echnological and social environmen. CERRE’s work also aims a clariying he respecve roles o
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EXECUTIVE SUMMARY

Exreme climac evens are increasing boh in erms o requency and scale, causing serious damage

o physical asses such as gas and elecriciy ranspor inrasrucure. More exreme weaher

condions also aec he availabiliy o inermiten renewable energy sources such as wind and

solar, and he volaliy o energy demand. Addionally, Europe’s elecriciy and gas secors are

becoming more inerdependen as he connen moves owards is 2050 ne zero goals, creang

eciencies bu new vulnerabilies resulng rom sysem inegraon.

Thus, a robus and resilient energy sysem ha can wihsand, adap, and recover quickly when hi by

climae-relaed hazards is clearly o he essence in Europe’s energy ransion. I is hereore urgen o

ask how EU law and regulaon can suppor and creae incenves or a more resilien inrasrucure.

This repor illusraes he consequences o climae-change relaed hazards hrough concree case

sudies o elecriciy and gas neworks hi by disasers like wildres, sorms and exreme cold.

Diverging approaches by naonal regulaory auhories show ha here is no consensus on he need

o inervene hrough regulaon/legislave changes o reinorce he role o operaors in resilience

building. This repor argues in avour o a argeed regulaory approach a EU level, around he

principles and measures described below.

The approach o resilience in EU energy legislaon is ofen limied o specic aspecs o he qualiy o

energy supply. A more comprehensive and inegraed approachmus be promoed. Our proposal or

he denion o resilience, inspired by he one conained in he Crical Enes Resilience Direcve,

is: ‘an enty’s abiliy o preven, proec agains, respond o, resis, mitgae, absorb, accommodae

and recover rom a disruptve even’.

EU energy legislaon addresses specic sides o resilience in a argeed manner, e.g., grid planning

and sysem operaonal managemen and echnical perormance. This is already a good start, but

resilience must be better integrated and defined as a mandatory assessment requirement creating

strong incentives to invest in order to limit additional costs in case of major disruptions. This requires

having a broader assessmen scope (e.g., including exibiliy) and a longer-erm perspecve.

A key ask or grid operaors will remain o ideny and assess risks ha will orm he basis or

invesmen plans and decisions. A parcular challenge here is o dene crieria and merics ha will

reec disrupons o varying scale and in a longer merame (nework plan as basis or invesmen

decisions).
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In addion o planning, emergency preparedness, resoraon, and echnical perormance, resilience

building mus be beer inegraed a he level o marke design, wih a close ineracon beween

grid operaors and oher acors conribung o resilience, such as providers o fexibiliy, ancillary

and balancing services.

The energy sysem has become more decenralised, wih a higher share o inermien renewable

energy sources. This pu an addional burden on grid operaors when managing he grid, while nal

cusomers (boh wholesale and households) are increasingly responsive o prices. Flexibiliy mus be

urher promoed and aken ino accoun in resilience planning, noably a he level o he grid, and

operaors mus be encouraged o map he poenal or fexibiliy.

Cos-bene Analysis (CBA) rules may be considered when i comes o invesmens in regulaed

neworks like disribuon and ransmission power neworks. Benes o resilience-movaed

invesmens end o be much more dicul o measure han he coss. However, i he benes are

no properly accouned or in he analysis, hen invesmens wih a primary ocus o improving

resilience may yield a negave CBA balance and be auomacally ruled ou.

Nework operaors will no ener ino he relaed expenses i hey are no compensaed, e.g., hrough

user aris. However, in regulaed naural monopolies such as elecriciy and gas ransmission and

disribuon such invesmens need o be jused by he resulng benes. This brings up he queson

o he role o regulaors, and he mehodologies he later use o boh monior operaors’

assessmen and invesmens, bu also in erms o guidance as o he priorisaon o invesmens. In

realiy, resilience will be one among oher crieria ha spread beween shor-erm o long-erm

invesmen rames. A separae bu relaed maer is he queson o cos recovery or hese

invesmens (including hrough aris).

Mulcrieria approaches using several resilience merics may represen a way orward. However, i

needs o be clear how resilience is considered in regulaory decision-making.

Some naonal regulaors are developing approaches o evaluae or o incenvise resilience. In he UK,

DSOs are required o include resilience aspecs in heir business plans. In Ialy, DSOs are required o

publish CBA-suppored plans or deending neworks agains climae-relaed hazards. In Ausralia,

he regulaor has indicaed ha resilience-relaed invesmens would be allowed. Also in Ialy, a new

risk-based mehodology has been approved or improving he resilience o he elecriciy

ransmission grid. Generally, legal changes have generally no been required. A changed approach

by he regulaor and he commimen o nework operaors has been sucien.

Caliornia has adoped a dieren approach or improving resilience agains wildres, which akes

ownership and nancial srucure o US ulies ino consideraon. In his case, legal changes were

required.
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Due o he increased naure o coupling beween he gas and elecriciy secors, new gas and

elecriciy resilience merics may be needed ha refec increasing iner-dependence and eedback

beween he wo secors and how one secor can suppor resilience o he oher secor.

Monesing he benes o resilience measures is imporan o esablish a basis or regulaory

decisions on nework developmen plans, bu also dicul. Research is ongoing in his area and

consensus has ye o be achieved. The research has, however, already shown how he monesaon

o resilience could be approached:

• The system under consideration is modelled, including a model of the vulnerability (fragility)

of individual components to identified threats.

• The impact of extreme event(s) under consideration on a resilience metric, such as the

trajectory of lost load, is compared with and without investment.

• The physical metric is monetised using appropriate valuation of losing load.

• Expected benefits are computed by multiplying benefits with the probability of occurrence of

identified hazards.

The Value o Los Load (VoLL) will be a very imporan componen o any approach o monesing

resilience. Esmaes or VoLL do exis in he conex o radional reliabiliy sudies. Such esmaes

are, however, resriced o he direc impac o he loss o elecriciy or gas supply, usually or a

relavely shor duraon. Unplanned, large-scale, and long-lasng disrupons o supply services may

have a more serious impac. Research in his area is urgenly needed or proper valuaon o

resilience benes.

Anoher challenge is he esmaon o hazard probabilies. The degree o increase o exreme evens

will depend on he climae scenario.A risk-based approachmay hereore be appropriae. This would

enail analysing dieren scenarios or he evoluon o he likelihood o climae hazards and would

ideally ake he sascal disribuon o hese hazards hrough me ino consideraon.

There are dieren ways o bringing he required invesmens abou, e.g., hrough economic

incenves or command and conrol. To some exen, resilience expendiures may overlap and

replace oher coss incurred o improve reliabiliy and securiy o supply agains ‘ordinary’ evens.

Coss will, however, almos cerainly increase i he qualiy and reliabiliy o energy supply Europe is

accusomed o is o be mainained. These coss may be hough o as insurance agains he greaer

damage ha would ensue in he absence o acon.

Finally, despie improved resilience o energy inrasrucure, here will occur exreme evens hamay

seriously damage inrasrucure and enail high coss. Insurance unds such as hose esablished in

Caliornia may be a good soluon o share such coss unless markes ll he gap and oer insurance

or hese kinds o evens. This policy does, however, need urher sudy on wheher i acually makes
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he sysem more resilien, since insurance in general inroduces boh adverse selecon and moral

hazard.
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1. INTRODUCTION

´Resilience´ has appeared as a new paradigm applying across many secors and inrasrucures,

including energy. I can be dened as he abiliy o a sysem o overcome exreme evens wih

minimum disrupons and wih a rapid resoraon or adapaon phase. In he conex o ecological

sciences, resilience has been dened as he abiliy o a naural sysem o resis and undergo changes

wihou losing is core srucure and uncon.1 In he energy conex, ‘resilience’ has noably been

dened as “he abiliy o wihsand and reduce he magniude and/or duraon o disrupve evens,

which includes he capabiliy o ancipae, absorb, adap o, and/or rapidly recover rom such an

even”.2

This repor ocuses on he resilience o energy inrasrucure o climae-change-relaed hazards or a

good reason: exreme evens are increasing boh in erms o requency and scale, causing serious

damage o crical inrasrucures and physical asses, such as gas and elecriciy ranspor

inrasrucure. Somemes hese evens cumulae wih oher crises (e.g., healh, economic, polical,

war, cybercrime). Unorunaely, his developmen is se o connue and become even more acue:

according o he IPCC, emperaures will rise aser in Europe han average global emperaures.3

Weaher exremes will also increase. Wih ewer cold spells and ros days, Europe will experience

more hea waves. While winer precipiaon will increase in Norhern Europe, he opposie is

projeced or summers in he Medierranean, exending o norhward regions. Excep or he

Medierranean, exreme precipiaon and pluvial ooding are prediced a global warming levels

exceeding 1.5°C. The sea level will rise in Europe, excep or he Balc Sea, and exreme sea levels will

become more requen and inense. Concurren wih rising emperaures, glaciers, and permaros

will decline, poenally leading o an increased requency o rockslides and rock avalanches.

While Europe has experienced an increased incidence o climae-relaed hazards in recen decades

(see, e.g., Figure 1), he IPCC projecons or Europe would indicae a urher increase in he requency

o such hreas and heir inensiy. The impac will depend on he success o eors o reduce

greenhouse gas emissions, bu even i global warming can be limied o 1.5°C i will be signican.

Higher levels o warming would enail even higher impacs. Thus, he requency o exreme

emperaure evens – which lead o an increased risk o wildres bu can also aec underground

power lines – will likely increase by fy percen relave o he curren level and more han ourold

rom levels experienced wihou warming; heavy precipiaon over land will likely occur feen

percen more ofen han experienced currenly and would be fy per cen more likely han beore

he presen global warming level o 1°C.

1 C.S. Holling, Resilience and sabiliy o ecological sysems, Annual Review o Ecology and Sysemacs (1973) 4: 1-23; C Folke, SR Carpener,
B Walker e al (2010), Resilience hinking: inegrang resilience, adapabiliy and ransormabiliy, Ecology and Sociey 15(4).

2 Grid Reliabiliy & Resilience Pricing Grid Resilience in Regional Transmission Organizaons & Independen Sysem Operaors, 162 F.E.R.C.
para. 61,012, p.3

3 Regional ac shee – Europe, Sixh Assessmen Repor, IPCC,
hps://www.ipcc.ch/repor/ar6/wg1/downloads/acshees/IPCC_AR6_WGI_Regional_Fac_Shee_Europe.pd
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Figure 1. Number o weaher- and climae-relaed evens in he EU, by disaser subgroup, 1980-20204

Source: European Commission, based on The Emergency Evens Daabase (EMDAT; CRED, UCLouvain)

Concurren wih he climac changes – already experienced and projeced – Europe has se isel he

ambious goal o becoming climae neural by 2050. An inermediae goal is o reduce emissions by

a leas 55% by 2030 compared o 1990. As a par o his goal, he European Commission has proposed

ha he share o energy generaon rom renewable sources will double over a decade, viz., rising

rom 20% o 40% in 2030.

Furher, in response o Russia's miliary invasion o Ukraine, he European Commission5 adoped he

REPowerEU plan, which conains shor- and medium-erm policy arges aiming o phase ou ossil

uel impors rom Russia well beore 2030 and increase he EU-wide renewable arge rom 32% o

45% by 2030. The REPowerEU plan consiss o he ollowing policy areas and changes:

1. Increase in energy efficiency in the buildings and industrial sector. In particular, encouraging

behavioural change, installing heat pumps in buildings, and further electrifying energy

consumption in the industry.

2. Fuel diversification by importing gas from LNG and non-Russian pipeline gas supply sources,

encouraging domestic production of biomethane and renewable hydrogen.

3. The higher renewable target of at least 45% requires policies to support the quicker roll-out

of wind and solar energy.

4 Figure rom Gagliardi, N., Arévalo, P., & Pamies-Sumner, S. (2022). The Fiscal Impac o ExremeWeaher and Climae Evens: Evidence or
EU Counries. Publicaons Oce o he European Union.

5 "REPowerEU Plan", Brussels, 18.05.2022, COM(2022) 230 nal.
Available a: hps://eur-lex.europa.eu/legal-conen/EN/TXT/?uri=COM%3A2022%3A230%3AFIN&qid=1653033742483
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These policy objecves require considerable invesmens in green energy generaon and a solid and

ecien ransmission inrasrucure ha allows energy o ow reliably beween European counries

and regions. Inermien renewable energy sources like wind and solar also pose challenges o he

sabiliy o he power sysem due o he diculy o predicng ows in he grid.

In mos scenarios, reaching carbon neuraliy requires a power sysem ha will rely on carbon-ree

generaon and a high level o direc elecricaon o nal energy services demand, such as space

heang and road ranspor. Thereore, he impac o exreme weaher condions impacs no jus he

availabiliy o wind and solar bu also he volaliy o energy demand.

Secor inegraon – linking dieren ypes o energy carriers – is also crucial in EU energy sraegy. In

parcular, as Europe moves owards carbon neuraliy by 2050, he elecriciy and gas secors will be

more inegraed via end-use echnologies (e.g., hybrid hea pumps) and emerging low-carbon

echnologies (e.g., hydrogen producon romwaer elecrolysis)6. The aim is o ecienly suppor he

ransion o a more ecien, low-carbon energy sysem. Bu he drive owards more eciency also

creaes new vulnerabilies and ailures in one sysem – e.g., elecriciy or gas supply – hamay spread

o oher sysems. Thus, robus inrasrucure is crical or ensuring a reliable energy supply, given he

increasing coupling o he wo energy secors and more requen and volale low-carbon energy

producon and demand paerns.

The ocus o his paper is on he regulaory regime or gas and elecriciy operaors. In parcular, i

looks ino wheher he regulaon o operaors’ invesmen sraegy and operaon pracces needs o

be reconsidered, aking resilience aspecs ino consideraon.7 Energy infrastructure operators – not

least transmission system operators in the electricity and gas sectors – are facing a significant

challenge: the drive towards a cleaner energy system requires more and better system services due

to a rapid rise in renewables and increased sector integration; at the same time, increasing frequency

and intensity of climate-related hazards demands a system that is more robust and can withstand,

adapt and recover quickly when hit by such shocks. Resilient infrastructure is clearly of the essence in

the transition towards a greener Europe. It is highly relevant and timely to ask how EU law and

regulation can support and create incentives for a more resilient infrastructure.

Ensuring and building resilience requires srucural adapaons. Invesmens are vial and urgen o

increase he resilience o he energy secor, and so is he adapaon o operaonal pracces o he

´new normal´ o exreme evens. This is especially relevan in he conex o accelerang climae

change, he war in Ukraine, he energy crisis, and increasing secor-coupling beween gas and

elecriciy.

6 Polli, M.G. and Chyong, C.K., 2021. Modelling ne zero and secor coupling: lessons or European Policy makers. Economics o Energy and
Environmenal Policy, 10(2), pp.25-40.

7 Disrupons o he service capaciy o oher inrasrucure, e.g., roads and IT/elecommunicaons, may aec he resilience o energy
inrasrucure. Such issues are idened where appropriae bu no analysed in deail.
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The nex secon o he paper denes resilience in general, as well as is applicaon in energy sysems.

Secon 3 oulines and draws lessons rom several case sudies o recen exreme evens in elecriciy

as well as gas grid managemen. Secon 4 reviews how resilience is addressed in EU laws and

regulaon. Secon 5 discusses he role o nework operaors (elecriciy and gas) in enhancing

resilience and migang risks. Secon 6 considers some o he hurdles in curren EU regulaon or

enhancing resilience, gives examples o emerging naonal iniaves in his area, and discusses

promising research developmens aimed ameasuring and valuing resilience. Secon 7 concludes and

gives policy recommendaons.
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2. DEFINING RESILIENCE IN ENERGY SYSTEMS

The concep o ‘resilience’ has gained increased recognion in a broad range o disciplines since he

2000s. Policy and regulaon also increasingly reer o resilience as a general objecve, bu ofen all

shor o dening i. The legislaon also sars reerring o resilience or he need o be more resilien,

boh a naonal, EU and inernaonal level. When i comes o energy, very ew laws reer o

‘resilience’ as an objecve o regulaory inervenon. However, several legal acs reer o conceps

like ‘reliabiliy’, ‘adequacy o supply’, ‘securiy o supply’ or ‘resoraon’. By conras, policy

documens conain several reerences o he concep o resilience. This calls or reviewing he

denion o resilience, is precise meaning and how i ranslaes ino he energy inrasrucure

regulaory conex.

The general denion o resilience is reviewed below (2.1), beore assessing which undersanding i

could have in he conex o energy sysem and energy inrasrucures (2.2) and which acors aec

naural gas and elecriciy sysems resilience (2.3).

2.1 General definition of resilience

The noun ‘resilience’ comes rom he Latin verb resilire, meaning o ‘recoil’ or ‘o rebound’, and was

used in the 1600s with the meaning ‘springing back’. In he 1800s-1900s, it took on a more technical

understanding and is associated to the qualities of materials and equipment to resist shocks.8 In social

science, where ‘resilience’ is awell-established concep, i has been deined as ‘a sysem’s capaciy o

absorb disurbance and sill remain wihin he same sae or domain’. Auhors like C.S. Holling have

played a central role in theorising the concept in the context of ecological sciences.9 They establish

that resilience is the ability of a natural system to resist and undergo changes without losing its core

structure and function. Other sub-distinctions are made such as between ´engineering resilience´ – as

the ability of a system to return to the pre-disturbance state10 –, and ´social-ecological resilience´ – as

the capacity of an ecosystem to respond and adapt to disruptions.11

Resilience is therefore more than merely resistance12 to a shock. It shows the ability of a system to

deal with change and continue to develop. The process of resilience is not linear, but more like a spiral,

including a transformative phase. It can be preventive (pre-disaster), but could also follow a disaster,

rebounding from it to use the window of opportunity created to introduce resilience, as captured by

he erm ‘Build Back Beer’ (BBB).13 As summarised by the Stockholm Resilience Centre: “Resilience

is the capacity of a system, be it an individual, a forest, a city or an economy, to deal with change and

8 D.E. Alexander, Resilience and disaser risk reducon: an eymological journey, Na. Hazards Earh Sys. Sci., (2013)13, pp. 2707–2716.
9 C.S. Holling, Resilience and sabiliy o ecological sysems, Annual Review o Ecology and Sysemacs (1973) 4: 1-23; C. Folke, SR. Carpener,
B Walker e al (2010), Resilience hinking: inegrang resilience, adapabiliy and ransormabiliy, Ecology and Sociey 15(4).

10 Lance H. Gunderson, ‘Ecological Resilience—In Theory and Applicaon’ Annual Review o Ecology and Sysemacs 2000 31:1, 425-439.
11 C.S. Holling, (n5).
12 Resisance is dened by Holling as ‘The capaciy o he ecosysem o absorb disurbances and remain largely unchanged’.
13 The Build Back Beer (BBB) erm has been recognised by he Unied Naons Sendai Framework or Disaser Risk Reducon (2015-2030)
as a key global prioriy or acon or boh pre- and pos-disaser planning and implemenaon. See Prioriy 4: ‘Enhancing disaser
preparedness or eecve response and o “Build Back Beer” in recovery, rehabiliaon and reconsrucon’.
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continue to develop. It is about how humans and nature can use shocks and disturbances like a

financial crisis or climate change to spur renewal and innovative thinking.”14 This development

dimension of resilience is not a synonym of growth, although it could be associated with a growing

process for the community or territory encompassed.15 To align with sustainability goals, this

development dimension of resilience should be associated with the management of ecosystems.

Those are some of the interlinkages captured by the notion of social-ecological resilience.16

From his general working deiniion, i is already apparen ha ‘resilience’ is a muli-faceted topic.

Engaging with it will require a wide range of assets, resources, actors, and authorities to be involved.

In the legal and regulatory context, a multisectoral approach is needed. Cross-sectoral risks and

interdependencies must be heeded. Such an engagement will require thinking both in terms of local,

regional, and global ecosystem approaches. It will also require a common understanding and

taxonomy of the defined types of hazards, threats, and risks to be addressed and the likelihood of

their occurrence. In this exercise, a comparison with related concepts, such as disaster risk reduction

(DRR) is useful. Further, engagement with the resilience imperative in the legal and regulatory context

requires consideration of a wide range of legal and regulatory mechanisms and careful assessment of

rights and obligations associated with them. The different understandings of resilience lead to

divergent approaches to disaster preparedness and recovery.

Legal scholars have advanced a rs working denion o resilience in legal conex as being: “he

abiliy o our social-ecological ecosysems17 o resis and adap o disrupons, and o pursue

susainable developmen and equiy in an inclusive and naure-based manner”.18 This denion can

also be used or urher guidance in he developmen o he EU regulaory ramework.

2.2 Energy system and energy infrastructure resilience

Dealing wih resilience in he conex o energy inrasrucure makes he denion o disrupon and

he response o imore specic.19 The approach ends o be limied o ‘engineering resilience’ where

he ocus is on he perormance o he sysem, wih mulple componens and inerconnecons, some

o hem being dened as ’crical inrasrucures’. The risk is o being oo resricve in he approach,

and missing inerlinkages wih he oher ecosysems. By ocusing on he resilience o energy

inrasrucures we acknowledge his limiaon buwan also o make he analysis more specic o he

secor, and hus conribue o regulaory improvemen.

14 Stockholm Resilience Centre, What is Resilience, available at https://www.stockholmresilience.org/research/research-news/2015-02-19-
what-is-resilience.html
15 The suiabiliy o conceps like ‘susainable developmen’ or ‘green growh’ is ofen cricised in he lieraure on resilience.
16 W.N. Adger, Social and ecological resilience: are hey relaed? Progress in Human Geography 24(3), pp. 347-64.
17 Be i a group o individuals, a naural ecosysem, a ciy, an inrasrucure, a counry, a secor or an economy.
18 C. Banet, H. Mostert, L. Paddock, M. Montoya and I. del Guayo, Conclusion - Managing disruption and reinventing the future: resilience as
requirement for legal frameworks, in C. Banet et al (eds.), Resilience in Energy, Infrastructure, and Natural Resources Law: Examining Legal
Pathways for Sustainability in Times of Disruption (Oxford UP, 2022), Chapter 22, p.361.
19 BJ. Jess, H. Heinrichs and W. Kuckshinrichs, ’Adapng he heory o resilience o energy sysems: a review and oulook”, Energy,
Susainabiliy and Sociey 9, 2019.
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In he energy conex, ‘resilience’ has noably been dened as ¨he abiliy o wihsand and reduce

he magniude and/or duraon o disrupve evens, which includes he capabiliy o ancipae,

absorb, adap o, and/or rapidly recover rom such an even¨.20 I is ofen addressed in erms o

‘energy securiy’, ‘securiy o supply’ or ‘resource adequacy’. ‘Reliabiliy’ and ‘operaonal exibiliy’

are also useul reerence conceps ha all address he elemens o resilience. The manner hese

conceps relae o he regulaory model or nework operaors is analysed in Secon 4.

As dened above, building resilience is a process and operaors, as regulaed enes, need o receive

he righ signals o inves in i. Today, resilience, as a seering objecve, is reeced only o a limied

exen in he regulaory model or operaors. This has been revealed by several recen incidens in

Europe and abroad, as reviewed in Secon 3. Noably, he denion o clear and adequae incenves

or operaors o inves in grid mainenance and reliabiliy measures has been idened as an

imporan ool in risk avoidance. The risk o damages due o lack o grid mainenance has increased in

he pas decade, wih wildres as one example cause. I raises quesons relang o he economic

regulaory model or sysem operaors, wih he undermining risk o liabiliy or neglec in case o

damage, boh or operaors and public auhories.21 I also raises he undamenal queson o

wheher ’resilience’ should be monesed as par o his economic regulaory model or lef apar as a

separae regulaory objecve. Shoralls also have enormous consequences or he whole sociey. The

risk is parcularly acue a he disribuon level. In liberalisedmarkes, some grid companies are small,

publicly owned, single-purpose companies, and his economic siuaon may limi heir invesmen

capaciy.

As a rs example, one can look a he exen o which energy modelling ools are aking resilience

ino accoun as a parameer. Indeed, as energy modelling serves as a basis or making energy planning

decisions, i will be crucial ha resilience is considered in hose models oo. In pracce, ensuring

resilience is ofen seen and calculaed in erms o coss or ulies in hese models (e.g., he price o

replacing or repairing a power line afer a sorm), which represens a barrier o is implemenaon

and nancing. A change o approach and mehod is also required in his domain. Researchers a he

US Naonal Renewable Energy Laboraory (NREL) have already developed a mehodology or

quanying he benes o resilience o energy sysems (i.e., quanying resilience merics).22

20 Grid Reliabiliy & Resilience Pricing Grid Resilience in Regional Transmission Organizaons & In-dependen Sysem Operaors, 162 F.E.R.C.
para. 61,012, p.3. Also in he Unied Saes, anoher similar denion o resilience in he energy conex is given in Presidenal Policy
Direcve 21 (PPD-21) on Crical Inrasrucure Securiy and Resilience (2013) asmeaning: ‘he ability to prepare for and adapt to changing
conditions and withstand and recover rapidly from disruptions. Resilience includes the ability to withstand and recover from deliberate
attacks, accidents, or naturally occurring hreas or incidens’.

21 C. Bane and A. S. Brun, Regulang high volage power lines: elecromagnec elds and saey, in Marha M. Roggenkamp, Kars J. de
Graa and Ruven C. Fleming (eds.), Energy Law, Climae Change and he Environmen, Elgar Encyclopedia o Environmenal Law series,
(Edward Elgar, 2021), Chaper IX.52, pp. 621-632. Indeed, public auhories may no be proeced rom ligaon risks when lack o

acon and duy o care can be claimed.
22 K. Anderson e al., Inegrang he Value o Elecriciy Resilience in Energy Planning and Operaons Decisions, in IEEE Sysems Journal, vol.
15, no. 1, pp. 204-214, March 2021; C. Murphy e al, Adapng Exisng Energy Planning, Simulaon, and Operaonal Models or Resilience
Analysis, Technical Repor NREL/TP-6A20-74241, 2020.
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How o beer acor in resilience in regulaory models or energy nework operaors is he cenral

queson invesgaed in our projec.

2.3 Gas vs. electricity resilience

In he conex o climae change, he resilience o he naural gas and elecriciy sysems can be

aeced dierenly due o various acors.

Naural gas sysem resilience:
▪ Vulnerability to extreme weather events (e.g., sudden drop in air temperature resulting in

huge increase in demand for space heating or hurricane disrupting offshore gas production

facilities) that can increase demand and disrupt supply and delivery infrastructure.

▪ Because Europe is part of global gasmarkets, its dependence on a limited number of suppliers,

transportation routes and storage facilities which can increase the risk of supply disruptions

due to war and geopolitical tensions.

▪ Leakage of methane, a potent greenhouse gas, during production and transportation, which

can negatively impact the environment (e.g., explosion of the Nord Stream offshore gas

pipeline, or the U.S. Aliso Canyon gas leak).

Elecriciy sysem resilience:
▪ Vulnerability to extreme weather events (e.g., hurricanes, droughts, heat waves) that can

impact power generation (e.g., reduce hydro power generation, increase demand for cooling)

and transmission and distribution networks (e.g., due to wildfire).

▪ Dependence on centralised generation and transmission infrastructure, which can be

vulnerable to cascade failure and cause widespread outages.

▪ Increasing integration of renewable energy sources, such as wind and solar, which can be

intermittent and weather-dependent, and require additional investments in grid

infrastructure and storage solutions to increase resilience.

While boh sysems have disnc risks (gas is more prone o geopolical risks while elecriciy is more

prone o naure-based and climae-relaed risks), wih he adven o new low-carbon energy

echnologies and vecors (e.g., low-carbon hydrogen rom waer elecrolysis or gas seam mehane

reormaon) boh gas and elecriciy will become more inegraed or secor-coupled. As noed in

Chyong e al., (202123), or Europe o reach ne-zero climae arge, European gas and elecriciy

sysems will be more inegraed (e.g., via hydrogen producon and hybrid hea pumps). Hence,

climae-relaed risks ha are more specic o he elecriciy secor propagae o he gas sysem and

vice-versa. Overall, i is worh nong ha European primary energy consumpon peaked in 2006 and

has since hen allen a an average rae o 0.8% p.a. Thus, he declining energy demand and

23 Chyong, C. K., Polli, M., Reiner, D., Li, C., Aggarwal, D., & Ly, R. (2021). Elecriciy and Gas Coupling in a Decarbonised Economy. Brussels:
Cenre on Regulaon in Europe.
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invesmens in inrasrucure o suppor he growh in he early 2000s have helped improve he

operaon o he energy marke and is resilience.
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3. LESSONS LEARNED FROM RECENT MAJOR EXTREME
EVENTS AND EFFECTS ON GRID MANAGEMENT

Case selection

Six cases are oulined below: hree relang o elecriciy and hree o naural gas. One o he naural

gas cases (Texas 2021 Freeze) also deals wih he coupling o gas and elecriciy. Our ocus is on cases

relaed o ‘sudden’ naure-based evens or o hose ha can be classied as orce majeure ha could

impac operaons o elecriciy and naural gas sysems.

3.1 Electricity cases

The rs elecriciy case is relaed o ransmission sysem operaons (TSOs) and he separaon o he

European sysem. This incidenwas a consequence o a wildre in he Souh o France and resuled in

Iberia being separaed rom he res o Europe. The second and hird cases concern disribuon

sysem operaons (DSOs). The ormer was he consequence o sorms in he Ausralian sae o

Vicoria, he laer concerns wildres in Caliornia and he relaed bankrupcy o PG&E.

Case 1: Connenal Europe Synchronous Area Separaon on 24 July 202124

On 24 July 2021, a severe wildre broke ou near Moux, in he Souh o France, in an area where wo

400 kV ransmission lines, connecng France and Spain, passed hrough. While inense reghng

eors were mobilised, here was a lack o communicaon beween he reghng services and RTE,

he French TSO. RTE was no inormed o he re – even i requesng he ouage o lines o allow an

inervenon is covered by an agreemen beween RTE and he French Fire Deparmen – hereore i

did no respond o i in a mely manner in he operaon o is sysem or in coordinaon wih oher

TSOs, noably REE and REN (he Spanish and Poruguese TSOs, respecvely).

Due o he impac o he re, here was a cascade o rips on several ransmission power sysem

elemens connecng France and he Iberian Peninsula, sarngwih he auls on he wo lines direcly

impaced by he re. The resul was ha he Connenal Europe (CE) Synchronous area was divided

ino wo areas, wih he Iberian Peninsula being separaed rom he res o he CE power sysem or

approximaely one hour. No major damage occurred o he power sysem, bu here was considerable

load shedding and disconnecon o generaon. In parcular, a signican amoun o disribued RES

generaon was disconneced.

This inciden originaed in amajor wildre bu became serious due o a ailure o communicaon rom

he reghng services o he TSO. There were no auls in sysem operaon or planning and boh

sysem proecon and deence plans worked as hey were supposed o. The ripping and

24 This secon is based on ENTSO-E (2022). Connenal Europe Synchronous Area Separaon on 24 July 2021, ICS Invesgaon Exper Panel,
Final Repor, 25 March 2022.
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disconnecon o RES generaon, in par due o non-compliance by RES generaors wih EU nework

codes on volage and requency limis does, however, appear o have exacerbaed he siuaon and

aced agains sysem sabiliy. Indeed, a key recommendaon o he exper panel invesgang he

inciden was ha sakeholders should “work ogeher o ensure ha he mandaory securiy

requiremens are implemened and moniored or heir compliance”.25

In oher words, behind he sysem separaon lies a climae-change-relaed disaser – he wildre –

near power sysem inrasrucure. The laer was conounded by a ailure o communicaon and a

desabilisaon o he sysem due o a large share o disribued RES generaon.

A rise in wildre risk – and, more generally, environmenal risks relaed o climae change – was

observed and acknowledged by he exper panel, which also adoped he key recommendaon ha

TSOs should “connuously develop and improve heir environmenal risk idencaon andmigaon

processes o be prepared or a poenal increase in heir occurrence due o he eecs o climae

change”.26

Even i his inciden became acue due o communicaon ailure, his case oers poenal lessons on

he resilience consequences o he combinaon o a rise in climae-relaed hazards and an increasing

share o disribued RES generaon. Boh would appear o end owards a less resilien sysem.

Case 2: June and Ocober 2021 Sorms in Vicoria, Ausralia27

In June 2021, he Ausralian sae o Vicoria was hi by a severe sorm which had a major adverse

impac across he sae, causing widespread damage o propery, elling rees, downing power lines,

causing road closures, and damaging crical inrasrucure. Elecric power ouages were exensive: a

peak, almos 300,000 cusomers had no power and, hree days laer, almos a quarer o hose were

sll o supply. A lile over our monhs laer, in Ocober 2021, anoher sorm swep over he sae

wih an even larger immediae impac: a peak, over hal amillion cusomers los power. In boh cases,

housands o cusomers were sll o he elecric grid a week afer he sorms.

The power ouages had serious consequences. Telecommunicaons – in some cases, all phone and

inerne communicaonwere los – waer reamen acilies, healh services and supermarkes were

aeced. People ound hemselves wihou “power and he abiliy o hea heir homes, in some cases

cusomers were also wihou waer and sewerage services, communicaons and oher services ha

are dependen on he power supply”.28 Inormaon was hard o provide o cusomers due o

25 ENTSO-E (2022 p. 122.
26 ENTSO-E (n18).
27 This secon is based on Elecriciy Disribuon Nework Resilience Review Exper Panel (2022), Final Recommendaons Repor – he
Exper Panel was esablished by he Vicorian Governmen afer he June 2021 sorm – and Emergency Managemen Vicoria (2022),
Communiy Repor: June 2021 Exreme Weaher Even, May.

28 Elecriciy Disribuon Nework Resilience Review Exper Panel (n23) p.46.
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inerruped elecommunicaons which exacerbaed problems and caused rusraon among he

aeced cusomers.

The consequences o he exreme weaher evens in Vicoria illusrae he undamenal imporance

o elecriciy disribuon neworks or cusomers. These evens also oer poenal lessons on how o

improve he resilience o such crical inrasrucure. The reviews iniaed by he Vicorian

Governmen as well as he regulaory response are o parcular ineres or his sudy.We shall reurn

o boh in Secon 6.

Case 3: PG&E and Wildres in Caliornia

Wildres have wreaked havoc on Caliornia in recen years, desroying homes and oher propery,

aking lives, and orcing housands o evacuae heir homes every year. Some o hese res have been

caused by power lines, e.g., by sparks rom auly lines and by sparks emied when rees ell on power

lines. PG&E is a major invesor-owned and publicly raded uliy in Caliornia, providing naural gas

and elecriciy o over ve million households. In January 2019, acing ens o billions o dollars o

poenal liabilies, afer a series owildres in 2019 and over he previous years, caused by or relaed

o PG&E power equipmen, he uliy declared pre-empve bankrupcy.29

PG&E emerged rom bankrupcy in 2020 in me o join a new $21 billion wildre insurance und

esablished by he sae o Caliornia. Wildres have, however, connued in Caliornia, and in April

2022 he company agreed o pay $55 million in penales and coss relaed o res in 2021 and 2019.

The case o PG&E has been dubbed he ´rs climae change bankrupcy´.30 The reason is is

connecon o wildres which have increased massively in Caliornia. There is inerplay, however, wih

company incenves o cu coss and PG&E has been accused o lack omainenance o is power lines

leading o ailures, which have caused major wildres.31 Thus, climae change plays a role, bu

company behaviour also seems o be a conribung acor.

The case o PG&E is a very complex one bu oers poenal lessons on he imporance o he

regulaory environmen and he role o incenves or resilien power neworks. The regulaory and

legislave response in Caliornia as well as he response o he company are also o ineres or his

sudy. We shall reurn o hose issues in Secon 6.

29 According o Caliornia law, ulies are held liable or damages caused by wildres ignied by heir equipmen, even i he company is no
negligen in is operaons; his is so-called inverse condemnaton. Thus, he damage caused by a re sared when a ree alls on a power
line is he liabiliy o he uliy. See John MacWilliams, Sarah La Monica and James Kobus (2019). PG&E: Marke and Policy Perspecves
on he Firs Climae Change Bankrupcy, Columbia School o Inernaonal and Public Aairs, Cener on Global Energy Policy.

30 E.g., The Wall Sree Journal (2019). PG&E: The Firs Climae-Change Bankrupcy, Probably No he Las, 18 January.
hps://www.wsj.com/arcles/pg-e-wildres-and-he-rs-climae-change-bankrupcy-11547820006, accessed on 20 November 2022.

31 E.g., New York Times (2019). How PG&E Ignored Fire Risks in Favor o Pros, 18 March 2019.
hps://www.nymes.com/ineracve/2019/03/18/business/pge-caliornia-wildres.hml accessed on 20 November 2022.
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3.2 Natural gas cases

Considering he issues raised in previous secons, his secon ocuses on hree case sudies – one

easing ou he impac o sudden drop in air emperaure on requiremens or gas o hea homes and

hence capabiliy o he gas sysem o deliver ´insananeous´ energy needs. The second case sudy

sheds ligh on he impacs o (raher limied compared o a low-carbon energy sysem envisaged in

Chyong e al., 2021) secor coupling beween gas and elecriciy and how his coupling aecs sysem

resilience considering climae-relaed risks. The las case sudy looks a a orce majeure even – an

explosion a a regional gas hub in Cenral Europe (Baumgaren, Ausria) in 2017. The explosion

aeced gas deliveries o Ialy, Germany and Slovenia or one day, highlighng he inerconnecedness

o he European gas sysem.

Case 4: ´The Beas rom he Eas´ (24 February 2018 – 3 March 2018)

A change in he Jesream led o cold air drawn rom Siberia bringing snow and reezing weaher o

he UK and Norhwes Europe beween 24 February and 3 March 2018. The evenwas dubbed ´Beas

rom he Eas´, which pushed he U.K. gas sysem close o a sress condion. I resuled in low gas

deliveries rom oshore gas elds, Norway, and he Connen coupled wih low levels o gas in UK

sorage sies and exremely high gas demand or space heang.

The case sudy highlighs he challenge o ensuring ha he gas supply sysem, in parcular he

disribuon sysem, is resilien agains a sudden cold snap or a counry predominanly relying on gas

or space and waer heang. For example, he peak hour gas demand in he UK a he disribuon

level (i.e., mosly or domesc usage) during he even (1 March) reached 214 GW (a 18:00), which is

our mes higher han he elecriciy peak demand (53 GW on he same day and me). No only he

peak hour demand was high, he ´Beas rom he Eas´ even highlighs he challenge or a resilien

gas sysem o supply he uel or domesc heang in a norhern counry during a hree-hour period

in he morning – rom 05:00 o 08:00. On ha day, he hree-hour gas demand requiremen in he

morning reached some 116 GWh, which is 7 mes higher han he highes hree-hour elecriciy

demand requiremen observed in he U.K. This dierence highlighs ha he resilience o he gas

sysem is abou mainaining ow o deliver energy in consecuve peak hours, while in elecriciy,

resilience is abou peak capaciy.

The even led Naonal Grid (he UK’s gas sysem operaor) o issue a Gas Defci Warning (GDW),

which was issued or he rs me since 2008. The warning was mean o indicae ha he gas supply

sysem would mos likely be in ´imbalance´. The objecve o his warning was o send a reques o

shippers o volunarily urn up heir supply or reduce heir demand in order o boos line-pack

invenory, should he sysem operaor recognise a risk o he end-o-day gas balance afer a supply or

demand shock. However, he media porrayed his warning as he UK would be running ou o gas.

This, according o Naonal Grid, led o unnecessary ´overreacon´ rommarke parcipans, resulng
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in very high inraday gas spo prices (500p/herm32). According o he UK’s energy regulaor, Ogem

(201933), "Naonal Grid are o he opinion ha he erm GDW was aken ou o conex by some

marke observers, uelling a sense o panic ha was unwarraned." One conclusion rom his case is

he way we communicae abou he poenal impac o a crisis siuaon and hereore proporonae

cos o ensuring resilience. For example, afer he even boh marke parcipans and he regulaor

agreed o change he wording o his warning rom Gas Defci Warning o Gas Balancing (Naonal

Grid, 201934). The sysem operaor argued ha he swich in wording o he warning would mean

shippers could respond more ecienly reducing he need or he sysem operaor o inervene in he

marke as residual balancer.

Beore his Arcc sorm, in December 2017, a major oshore producon plaorm was shu down,

leading o he loss o abou 12% o he UK naonal winer daily demand. Despie his, supply rom

inerconnecors, Norway and mainland Europe and oher sources suppored he nework, and he

sysem remained sable.35

The UK gas case sudy shows ha even houghmajoriy o he nework is inherenly resilien o climae

evens, ouages caused by poor planning and mainenance can cause disrupons on he nework. I

should also be noed ha even hough here were gas supply challenges, a diverse source o elecriciy

generaon ensured ha elecriciy ouages were minimal. However, while gas inrasrucure is more

resilien o climae risks, operaon o he nework involves he poenal o pipeline explosions be i

sub-sea or a processing saons. This addional saey risk brings along an addional level o echnical

and reliabiliy sandards ha are absen in elecriciy neworks.

Case 5: Texas 2021 Freeze – a case o gas and elecriciy coupling

This even, is causes and consequences, are now well-documened36. This secon ocuses on

regulaory and policy changes resulng rom his even. We ocus on he lessons learned and how

hey relae o he discussion around secor coupling in Europe.

Following he 2021 winer sorm, Federal Energy Regulaory Commission (FERC) approved enhanced

reliabiliy sandards proposed by he Norh American Elecric Reliabiliy Corporaon (NERC) o keep

power plans in operaon and preven cascading ouages during severe climae condions. However,

as he elecriciy and gas neworks are becoming increasingly inerconneced i raised he queson o

who will pay or he enhanced resiliency measures, elecriciy or gas cusomers. Should he neworks

be decoupled and evaluaed as sandalone enes, or should a combined approach be aken when

addressing he cos o resiliency measures?

32 Ogem (2019). Uniorm Nework Code (UNC)685: Amendmen o he UNC erm ‘Gas DeciWarning’ o ‘Gas Balancing Nocaon’.
Available here: hps://www.ogem.gov.uk/sies/deaul/les/docs/2019/07/unc685_d.pd

33 Ogem (2019). Uniorm Nework Code (UNC)685: Amendmen o he UNC erm ‘Gas DeciWarning’ o ‘Gas Balancing Nocaon’.
Available here: hps://www.ogem.gov.uk/sies/deaul/les/docs/2019/07/unc685_d.pd

34 hps://daacommuniy.naonalgridgas.com/key-documens/gas-deci-warning-and-margins-noce-changes/
35 hps://www.gov.uk/governmen/publicaons/uk-naonal-risk-assessmen-on-securiy-o-gas-supply-2018
36 Busby, e al., Cascading risks: Undersanding he 2021 winer blackou in Texas
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One approach ha has been discussed is o ideny inerdependencies on he nework and encourage

inormaon sharing beween he wo sysems. Inormaon is crical, and is absence has been a

common heme in cascading ailures caused by inrasrucure dependencies. Boh sysem operaors,

gas and elecriciy, mus have sucien inormaon concerning heir curren operang condions and

he various risks hey each ace o properly evaluae resiliency/conngency acons. This would

improve coordinaon during severe climae evens and lead o quicker response mes, lowering

ouage requency and duraon.37

For example, during he Uri 2021 sorm, elecriciy operaors cu power o gas processing acilies o

reduce he demand and avoid a sysem collapse. This, however, led o reducing he gas supply o he

ew power plans ha could sll operae during he sorm. Beer coordinaon beween gas suppliers

and he Elecric Reliabiliy Council o Texas (ERCOT) would have idened gas disribuon

inrasrucure as a crical load and excluded i rom load-shedding acvies. This would have allowed

connued gas nework operaon, helping keep some plans in operaon and homes heaed.38

Given ha his is a shared bene beween elecriciy and gas neworks, he cos o invesmen should

be recovered by cusomers o each nework. Thereore, Energy regulaors should provide incenves

o inves in resilience and weaherisaon by quanying such invesmen's social cos and benes. A

governmen gran and invesmens by ulies should aciliae he communicaon inrasrucure

invesmen necessary o address his issue. A barrier o his, however, may be he sensiviy o he

inormaon shared as ulies and concerns over daa securiy.39

An argumen can be made ha elecriciy cusomers should cover mos o he increased cos o

resiliency agains hese low-probabiliy, high-impac evens since elecriciy neworks, sand-alone,

are more prone o ailures during hese evens han gas neworks. The elecriciy nework is principally

above ground and covers large porons o he sae, whereas gas inrasrucure is mainly

underground. Should each sysem be sand-alone, he ailure rae or gas neworks is considerably

lower han or elecriciy neworks40. Mos o he gas inrasrucure is inherenly resilien o exreme

climae evens, given hamos o is nework is underground. Overall, he cos o increasing resilience

in a coupled gas and elecriciy sysem depends on he cusomer mix o each nework.

37 Public Uliy Commission o Texas - 2022 Weaher Emergency Preparedness Repor . PUCT. (n.d.). Rerieved March 1, 2023, rom
hps://inerchange.puc.exas.gov/Documens/53385_788_1241589.PDF ;

SoCalGas - Case Sudies o Mul-Secoral Resilience o Naural Disasers. (n.d.). Rerieved March 1, 2023, rom
hps://www.socalgas.com/1443742022576/SoCalGas-Case-Sudies.pd ;

38 SoCalGas - Case Sudies o Mul-Secoral Resilience o Naural Disasers. (n.d.). Rerieved 1 March 2023, rom
hps://www.socalgas.com/1443742022576/SoCalGas-Case-Sudies.pd

39 UK Climae Change Risk Assessmen Repor. (n.d.). Rerieved 3 March 2023, rom hps://www.heccc.org.uk/wp-
conen/uploads/2016/07/UK-CCRA-2017-Chaper-2.pd

40 hps://www.g.energy/wp-conen/uploads/2018/11/Assessmen-o-Naural-Gas-Elecric-Disribuon-Service-Reliabiliy-
TopicalRepor-Jul2018.pd
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The main insigh rom his case sudy is ha here is a need or binding crisis coordinaon plan

beween gas and elecriciy TSOs and ha hey should joinly assess and prepare or risks and ideny

hose ha have ´cascading´ eec (disrupon in a par o he supply chain in one sysem cascade o

anoher sysem and vice versa). Furher, his join crisis plan could be prepared under an oversigh

rom he naonal regulaor. A compounding acor ha exacerbaed he Texas 2021 even and he

resulan elecriciy load curailmen was coupling beween gas and elecriciy via gas compressor

saons, which were uelled by elecriciy and hence reinorced he blackou in he elecriciy secor,

due o low pressure in pipelines carrying gas o he power saons.41 Anoher regulaory and policy

aspec ha emerges rom his case sudy (and ohers ha resuled in load curailmen) is a ´order´ o

disconnecon in case resilience plans ail o proec sysem inegriy and paral and conrolled load

shedding is ineviable. In he Texas 2021 case i was he ailure o ideny gas compressor saons as

a ‘crical’ elecric load.42

Overall, he ERCOT case sudy shows ha he highly inerwined naure o he elecriciy and gas secor

requires horough planning and risk assessmen o ensure he sysem’s resiliency. Careul

coordinaon and inormaon sharing beween gas providers and ulies in he inegraed elecriciy-

gas sysem can migae he impac o climae relaed disasers and quicken he sysem recovery. A

curailmen prioriy order should be esablished o keep key gas processing acilies on-line or as long

as possible wih adequae backup power supply available i hey are required o be disconneced rom

he grid.

Case 6: Explosion a Baumgaren aecng deliveries o Russian gas o Ialy (12 December 2017)

On 12 December 2017, a 9 in he morning an explosion occurred on he Gas Connec Ausria (GCA)

grounds o he Baumgaren Naural Gas Saon (Ausria). The explosion led o a serious re, which

was conained o a ew small res. The plan was shu down in a conrolled manner and was oine

or one day. The explosion killed one person and injured 21 ohers. Gas ransi hrough Ausria o he

souh and souheas regions was aeced and GCA noed neighbouring pipeline operaors, so ha

measures can be inroduced in a mely manner. This promped Ialy o declare a sae o emergency

as ows rom he sraegic sie were cu o or mos o he day.

In May 2022, he regional cour in Korneuburg ound our employees a he Baumgaren gas saon

guily o negligence over he gas explosion; hey were given 10-monh prison senences. According o

he prosecuors43, he inciden ook place jus one day afer he insallaon o he new lering aciliy,

which prosecuors say had no been reinsalled correcly. Furher, he subconracor also ailed o

remove a device or lering moisure in gas pipelines a anoher sie in Ausria.

41 Busby e al., 2021
42 This failure to make use of existing critical load assessments is also true of the August 9th 2019 blackouts in the UK, where
Newcastle Airport had failed to register itself as critical infrastructure

43 hps://www.euronews.com/2022/05/18/our-employees-senenced-over-deadly-2017-gas-explosion-in-ausria
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This case sudy highlighs ha, while he naure o risks o he inerrupon o services provided by gas

inrasrucure could be dieren (here i is he explosion in Ausria ha led o a hal in supplies

aecng neighbouring markes – e.g., Ialy – compared o raher isolaed naure o risks and impacs

in he UK and he Texas cases) heir impac could be el in oher pars o a highly inerconneced

sysem.

Focusing on inrasrucure and supply securiy sandard, as dened by he EU Regulaon 2017/1938,

his case raises a queson: should we have N-2 or N-3 or indeed N-1 wih regard o he enre EU

and/or across boh gas and elecriciy as he wo sysems become more coupled? The more recen

issues relaed o he war in Ukraine and he EU decision o reduce European reliance on Russian gas

by 2027 (RePowerEU plan) make his queson even more relevan.
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4. RESILIENCE OF ENERGY NETWORKS IN EU ENERGY
LAW AND REGULATION

This secon sars by mapping he exisng and proposed EU legislaon ha denes requiremens in

relaon o resilience building in he energy secor (Secon 4.1). Based on his mapping, a more

deailed analysis o he mos relevan pieces o legislaon previously idened is perormed (Secon

4.2). As or he res o he repor, he ocus is on grid operaors’ regulaon.

4.1 Mapping of relevant legislation

4.1.1 The European Climae Law

For a large par, he EU climae legislaon approaches he objecve o resilience rom a climae

adapaon perspecve, in line wih he provisions o he Paris Agreemen and he objecve o

enhancing adapve capaciy, improving climae resilience and reducing vulnerabiliy o climae

change.44 This is clearly reeced in he European Climae Law, which requires he relevan Union

insuons and he Member Saes o ensure connuous progress in enhancing adapve capaciy,

srenghening resilience and reducing vulnerabiliy o climae change.45

4.1.2 SEA Direcve and EIA Direcve

Under inernaonal and EU law, he elaboraon o plans and programmes (PPs) is subjec o Sraegic

Environmenal Assessmen (SEA) requiremens. The inernaonal ramework is se by he 2003 UNECE

Proocol on Sraegic Environmenal Assessmen o he Espoo Convenon on Environmenal Impac

Assessmen in a Transboundary Conex (SEA Proocol). Direcve 2001/42/EC (SEA Direcve)

implemens he SEA Proocol ino EU legislaon, and ollows is wording closely.46 PPs prepared or

energy all explicily under he scope o boh he SEA Proocol and he SEA Direcve, andwill hereore

require an assessmen o ‘any eec on he environmen, including human healh, ora, auna,

biodiversiy, soil, climae, air, waer, landscape, naural sies, maerial asses, culural heriage and he

ineracon among hese acors’.47 Alhough resilience is nomenoned explicily, many o he eecs

o be assessed beore he adopon o PPs wihin energy will aec resilience. I is noable haNaonal

Energy and Climae Plans (NECPs) will be considered as PPs.

4.1.3 Governance o he Energy Union Regulaon

44 Paris Agreemen o he UN Framework Convenon on Climae Change (UNFCCC), Arcle 2(1) (b) and Arcle 7.
45 Regulaon (EU) 2021/1119 o he European Parliamen and o he Council o 30 June 2021 esablishing he ramework or achieving
climae neuraliy and amending Regulaons (EC) No 401/2009 and (EU) 2018/1999 (‘European Climae Law’), Ar. 5(1).

46 Direcve 2001/42/EC o 27 June 2001 o 27 June 2001 on he assessmen o he eecs o cerain plans and programmes on he
environmen (EIA Direcve).

47 Ibid, Ar. 2.7.
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The EU Governance Regulaon reers explicily o he resilience o he regional and naonal energy

sysems and links i o he energy securiy dimension o he Energy Union. In heir plan,Member Saes

mus dene naonal objecves o address consrained or inerruped supply o energy sources,

ensuring he diversicaon o energy sources and supply rom hird counries, energy sysem

exibiliy, noably hrough he deploymen o domesc energy sources, demand response and energy

sorage, and he use o cross-border capaciy.48

4.1.4 Elecriciy and Gas marke legislaon

EU elecriciy and gas legislaon reers o a series o precise conceps and denes requiremens ha

cover pars o he broader objecve o resilience. In ew circumsances, ‘resilience’ is explicily

menoned, wihou being dened.

‘Reliabiliy’ is a requiremen ofenmenoned in energy legislaon, associaedwih addional planning

dues or operaors, such as or power ouage planning coordinaon.49 ’Power qualiy‘ and ‘requency

resoraon’ afer deviaon are also relevan legislave requiremens.50 Under EU law, he elecriciy

TSOs mus include, in heir nework developmen plan, measures able o guaranee he ‘adequacy o

he sysem and he securiy o supply’, o avoid unnecessary sysem expansion and o ancipae

consumpon and cross-border rade.51 A disribuon level, he nework developmen plans are

expeced o suppor he inegraon o renewable energy generaon plans, aciliae he developmen

o energy sorage, demand response and he elecricaon o he ranspor secor, as well as provide

adequae inormaon o sysem users on ancipaed expansions or upgrades.52 A EU level, he

Europe-wide ´Ten Year Developmen Plan (TYNDP)´ elaboraed by ENTSO-E mus include he

modelling o he inegraed nework, scenario developmen and ‘an assessmen o he resilience o

he sysem’.53 Similar wording is used in he Gas Regulaon or he TYNDP, elaboraed by ENTSO-G.54

The concep o ’resilience’ is no urher dened in he Elecriciy and Gas legislaon.

The different network development plans play a paramount importance in assessing risks of lack of

resilience, and the need for resilience-related investments. In accordance with legal requirements and

guidance by regulators, operaors’ assessments are based onmethodologies that increasingly refer to

resilience, even explicily. ‘Climae resilience’ is someimes reerred o in assessmenmehodologies,

bu ‘resilience’ is he mos used concept for network operability. For example, the 2020 TYNDP,

developed by ENTSOG (European Nework o Transmission Sysem Operaors or Gas), liss ‘climae

48 Governance Regulaon, Ar. 4 (c)(1), Annex I – Mandaory emplae, 2.3 – Dimension energy securiy.
49 E.g., he Elecriciy Regulaon ar. 37.1 () carrying ou regional ouage planning coordinaon in accordance wih he procedures and
mehodologies se ou in he sysem operaon guideline adoped on he basis o Arcle 18(5) o Regulaon (EC) No 714/2009, Annex I o
he Regulaon.

50 See noably: Commission Regulaon (EU) 2017/2195 o 23 November 2017 esablishing a guideline on elecriciy balancing, and
Commission Regulaon (EU) 2017/2196 o 24 November 2017 esablishing a nework code on elecriciy emergency and resoraon.

51 Elecriciy Direcve, Ar. 51.1. and 51.3. The Gas Direcve uses a similar wording, Ar. 22.1.
52 Elecriciy Direcve, Recial (61), Ar. 32(3)
53 Elecriciy Regulaon, Ar. 48.1.
54 Gas Regulaon, Ar. 8.10.
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sress’ as one o he hree ypes o sressul evens o ake ino accoun o assess he resilience of the

European gas system, next to supply route disruptions and infrastructure disruptions. Climate stress

refers here to variation in temperatures that impacts demand and the operability of the network.55

Several nework codes, guidelines and erms and condions (TCMs) deal wih specic aspecs o

resilience,56 bu mosly rom an energy sysem perspecve, based on marke-based soluons. This is

reeced by he role played by he sysem operaors in erms o balancing,57 or hemanner omanage

‘capaciy adequacy’.

The newly revised TEN-E Regulaon reers o he need or upgrading he Union’s energy inrasrucure

in order o preven echnical ailure and increase is resilience.58 The ypes o hreas covered are boh

naural andman-made, hereore covering a broader scope han oher EU energy legislaon. The TEN-

E Regulaon also reers o he European crical inrasrucures direcve 2002/114/EC ha is currenly

under revision.

4.1.5 EU nancial suppor regulaon, invesmen crieria and relaed sandards

I is noable ha he EU legislaon on climae and energy nancing already reers o resilience as an

assessmen crierion or awarding unding. In he ollowing paragraphs, he mos relevan nancing

insrumens are idened and he manner hey dene resilience as an assessmen crieria is

commened.

Under he ´Mulannual Financial Framework (MFF)’,59 he relevan programmes mus perorm a

screening o he projecs (climae vulnerabiliy and risk assessmen) where resilience o he poenal

adverse impacs o climae change is one o he assessmen crieria. The assessmen will measure o

which exen he coss o ensuring climae resilience is inegraed in he cos-bene analysis. Despie

he increase in knowledge base, he European Commission recognises ha here are sll some

knowledge gaps as o how o assess hese coss, including or inrasrucure resilience. Increasing he

climae resilience o inrasrucure hrough projecs unded by he European Regional Developmen

Fund (ERDF) or he Cohesion Fund have been priorised.

In his assessmen work, sandards ocusing on resilience indicaors have been developed, including

in he conex o energy inrasrucures. The CEN CENELEC Coordinaon Group on Climae Change

Adapaon (ACC CG) and he relaed Technical Commiees responsible or he energy secor have

55 2020 TYNDP ENTSOG, 29.
56 See oonoe 38.
57 See or example, Commission Regulaon (EU) 2017/2196 o 24 November 2017 esablishing a nework code on elecriciy emergency and
resoraon.

58 Regulaon (EU) 2022/869 o he European Parliamen and o he Council o 30 May 2022 on guidelines or rans-European energy
inrasrucure, Recial (10).

59 Council Regulaon (EU, Euraom) 2020/2093 o 17 December 2020 laying down he mulannual nancial ramework or he years 2021
o 2027.
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been updang inrasrucural sandards. The use o sandards orms par o he implemenaon o

he EU Sraegy on Adapaon o Climae Change ha idened sandards as an eecve insrumen

or improving climae resilience o inrasrucures across Europe. Energy inrasrucures are among

he our prioriy secors idened in he EU Sraegy in his area.60

Financing provided under he ERDF and he Cohesion Fund aims o promoe climae change

adapaon, disaser risk prevenon, and resilience, aking ino accoun eco-sysem-based approaches.

As par o he Taxonomy Regulaon, he possible negave eecs o economic acviy on he

resilience o ecosysems may conduc o classiy i as signicanly harming he environmenal

objecves.61 Finally, he Recovery and Resilience Faciliy aims explicily a osering resilience.

In more loose erms, he Temporary Crisis and Transion Framework adoped in March 2023, reers

o he need o ensure he ‘resilience o uure EU low-carbon energy sysem’, as well as he ‘securiy

and resilience o he inernal marke’, as a juscaon or providing aid o underakings severely

aeced by he crisis, and ha or example will require solvency suppor.62 Such nancial suppor in

he srucural resilience o he energy sysem in a low-carbon scenario is o be disnguished rom

nancial suppor o underakings negavely aeced by marke risks relaed o non-naure-based

evens (e.g., price increase spurred by he war in Ukraine).

4.1.6 Risk Preparedness Regulaon

Regulaon (EU) 2019/941 deals wih risk preparedness measures in he elecriciy secor.63 I lays

down rules or cooperaon beween Member Saes wih a view o prevenng, preparing or and

managing elecriciy crises.64 An elecriciy crisis is dened as ‘a presen or imminen siuaon in which

here is a signican elecriciy shorage, as deermined by he Member Saes and described in heir

risk-preparedness plans, or in which i is impossible o supply elecriciy o cusomers’65. The siuaons

are broad and include he resuls o naural disasers and exreme weaher condions.66 The

designaed naonal compeen auhoriy mus ensure ha all relevan risks relang o he securiy o

elecriciy supply are assessed in line wih he Direcve and he requiremens on resource adequacy

o he Elecriciy Direcve (including resource adequacy assessmen). TSOs and DSOs, among ohers,

will be associaed wih his ask. ‘Rare and exreme naural hazards’ are included in he mehodology,

which is o be elaboraed by ENTSO-E and submied o ACER, or he purpose o idenying regional

60 CEN-CENELEC, Tailored guidance or sandardizaon echnical commiees: how o include adapaon o climae change (ACC) in European
inrasrucure sandards, March 2022.

hps://boss.cen.eu/media/BOSS%20CEN/re/climae_adpaaon_in_sandards_guidance.pd
61 Regulaon (EU) 2020/852 o he European Parliamen and o he Council o 18 June 2020 on he esablishmen o a ramework o aciliae
susainable invesmen (Taxonomy Regulaon), Ar. 17(1)()(i).

62 Communicaon rom he Commission, Temporary Crisis and Transion Framework or Sae Aid measures o suppor he economy
ollowing he agresssion agains Ukraine by Russia, 2023/C 101/03), 17 March 2023.

63 Regulaon (EU) 2019/941 o he European Parliamen and o he Council o 5 June 2019 on risk-preparedness in he elecriciy secor and
repealing Direcve 2005/89/EC.

64 Ibid, Ar. 1.
65 Ibid. Ar. 2(9).
66 Ibid, Recials (2), (14), Ar. 5.
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elecriciy crisis scenarios.67 TSOs and DSOs will be cenral acors in he implemenaon o he

measures idened in he risk-preparedness plans.

4.1.7 Resilience o Crical Enes Direcve (CER)

The Commission pu orward a proposal or a direcve on he resilience o crical enes in December

2020. The Direcve was adoped in December 2022.The CER Direcve replaces he Direcve on he

idencaon and designaon o European crical inrasrucure, Direcve 2008/114/EC.

Several EU pieces o legislaon applicable o energy companies and sysem operaors conain

obligaons o srenghen resilience o oher ypes o hreas han naure-based disrupons. These

include resilience o cybersecuriy aacks, under or example he Cybersecuriy Ac68, he proposal or

a Digial Operaonal Resilience Ac (DORA) and he proposal or a Direcve on measures or a high

common level o cybersecuriy across he EU (NIS 2). These acs will be relevan or rading and

ransporng energy bu address oher ypes o risks han naure-based ones. They will hereore no

be covered in his repor.

4.2 Detailed analysis of the most relevant EU legislative
requirements

The ollowing secons analyse he conen o he mos relevan EU legislave requiremens relaed o

he role o sysem operaors in resilience building. They assess he ypes o requiremens (e.g.,

planning, assessmen, invesmen), heir legal naure (encouragemen or obligaon), and he exen

o he requesed cooperaon beween grid operaors.

4.2.1 Crieria or he elaboraon o Nework Developmen Plans or TSOs and DSOs under he

Elecriciy legislaon

Pursuan o he Elecriciy Direcve, TSOs shall submi a naonal en year Nework Developmen Plan

(NDP) o he regulaory auhoriy a leas every wo years.69 The NDP shall describe he measures

aimed o guaranee he ’adequacy o he sysem’ and securiy o supply’.70 There is no explici

denion wheher "securiy o supply” encompass he resilience o exreme climae evens. In

addion, he loss o elecriciy ransmission asses - and consequenly o ransmission capaciy - due

o naure-based evens may also originae local adequacy concerns when i is no longer possible o

supply demand in a local area due o reduced availabiliy o ransmission capaciy.

67 Ibid, Ar. 5(2)(a).
68 Regulaon (EU) 2019/881 o he European Parliamen and o he Council o 17 April 2019 on ENISA (he European Union Agency or
Cybersecuriy) and on inormaon and communicaons echnology cybersecuriy cercaon and repealing Regulaon (EU) No 526/2013
(Cybersecuriy Ac).

69 Elecriciy Direcve, Ar. 51.
70 Elecriciy Direcve, Ar. 51(1).
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When elaborang he plans, TSOs mus ake ino accoun he poenal or he use o demand,

response, energy sorage acilies or oher resources as alernaves o sysem expansion. They mus

also ake ino accoun prospecs in erms o consumpon, rade wih oher counries and invesmen

plans or Union-wide and regional neworks.71 The naonal regulaory auhoriy shall assess he

consisency o he NDP will he Union-wide TYNDP. Invesmens necessary o implemen he NDPs

mus be ensured, eiher by he TSO or, in case he laer does no execue hem, by he regulaory

auhoriy.72 In conclusion, resilience o naure-based disrupon o he energy sysem will be parally

addressed as orming par o sysem adequacy and securiy o supply, bu is no singled ou and no

explicily menoned.

Pursuan o he Elecriciy Direcve (Arcle 31), he DSO shall be responsible or ensuring he long-

erm abiliy o he sysem omee reasonable demands or he disribuon o elecriciy, or operang,

mainaining and developing under economic condions a secure, reliable and ecien elecriciy

disribuon sysem in is area wih due regard or he environmen and energy eciency. Securiy and

reliabiliy o elecriciy supply are hereore se as key asks o European DSOs, bu, again, wihou an

explici reerence o resilience agains exreme evens.

Under he Elecriciy Direcve, he DSOs have he obligaon o publish a leas every wo years a

nework developmen plan ha hey shall submi o he regulaory auhoriy.73 The nework

developmen plan shall provide ransparency on hemedium and long-erm exibiliy services needed

and shall se ou he planned invesmens or he nex ve-o-en years, wih parcular emphasis on

hemain disribuon inrasrucure which is required in order o connec new generaon capaciy and

new loads. While no explicily menoned in Arcle 32, he planned invesmens are expeced o

include invesmens or securiy/reliabiliy reasons, due o he key asks se ou in Arcle 31.

In addion, his emphasis is pu on he inegraon o new capaciy and exibiliy, noably in erms o

demand response, energy eciency, energy sorage and oher alernave o sysem expansion. In

ha conex, an increased ocus on exibiliy conribues o resilience building.74 This is also

emphasised by a Whie Paper on exibiliy or resilience ordered by he European Commission.75

However, here is lile basis in he EU legislaon o weigh in resilience o more requen and exreme

naure-based disrupon ino he developmen plans orming he basis o sysem operaors’ grid

invesmens. The crieria used oday in nework grid planning do no necessarily reec he scale o

he upcoming disrupon. This raises he queson o he need o adjusmerics o boh large-scale and

long-erm signals.

71 Elecriciy Direcve, Ar. 51(3).
72 Elecriciy Direcve, Ar. 51(7).
73 Elecriciy Direcve, Ar. 32(3).
74 See already conclusions in ha sense: J. Cochran, e al, “Flexibiliy in 21s Cenury Power Sysems”, Naonal Renewable Energy Laboraory,
2014.

75 Flexibiliy or Resilience. How can exibiliy suppor power grid resilience? ETIS SNET (2022) hps://smar-neworks-energy-
ransion.ec.europa.eu/sysem/les/2022-06/MJ0722296ENN.en_.pd
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4.2.2 Crieria or he elaboraon o he Union-wide Ten Year Nework Developmen Plan by ENTSO-

E and ENTSO-G

The Elecriciy Regulaon (Arcle 30(1)(b)) requires ENTSO-E o elaborae he Ten Year Nework

Developmen Plan (TYNDP) ha is a legally non-binding documen Pursuan o Arcle 48 o he

Regulaon. The TYNDP shall include ‘he modelling o he inegraed nework, scenario developmen

and an assessmen o he resilience o he sysem’. Resilience is hereore explicily menoned as a

crierion or elaboraon o he TYNDP. This has inuence on he invesmen decisions o be aken, and

ha shall be consisen wih he plan. Grid invesmen planning is a crucial inial sep or ensuring

ha he energy sysem will have sucien resilience. This is ofen operaonalised by he applicaon

o crieria linked o exibiliy or adequacy. This can be seen as a rs sep in he operaonalisaon o

he objecve o resilience in EU grid regulaon.

ACER is o be involved in he elaboraon procedure, providing an opinion and assessing he

consisency beween he naonal TYNDPs and he Union-wide TYNDP. In case o inconsisencies, i

has he legal obligaon o recommend amending he plans. There is however lile guidance as o how

o inerpre he concep o “resilience” in he Regulaon isel. In is Opinion on he mehodology

aspecs o he ENTSO-E drafing o Union-wide TYNDP, ACER is no eiher providing indicaons as o

how o inerpre his crierion.76 There is no eiher reerence o resilience in ACER’s assessmen o

he rs draf Union-wide TYNDP afer he enry ino orce o he 2019 Elecriciy Direcve, which

reveals ha resilience is no ye a crierion acvely applied by ACER in is review o TYNDP or

mehodologies or i.77

4.2.3 Crieria or he elaboraon o regional ouage planning coordinaon 

Pursuan o Elecriciy Regulaon (Arcle 37.1 ()), he regional coordinaon cenre shall carry ou so-

called ‘regional ouage planning coordinaon’ in accordance wih he procedures and mehodologies

se ou in he sysem operaon guideline (SOGL)78 adoped on he basis o Arcle 18(5) o Regulaon

(EC) No 714/2009. Each regional securiy coordinaor shall perorm regional operaonal securiy

analyses aking ino accoun he inormaon provided by he relevan TSOs in order o deec any

ouage planning incompabiliy. Based on his assessmen, he coordinaor shall provide a lis o

deeced ouage planning incompabilies and o he soluons i proposes o solve hose ouage

planning incompabilies (Ar. 80(4), SOGL). The TSOs are hemselves obliged o ake ino accoun

he resuls o he assessmen provided by he regional securiy coordinaor.

76Opinion No 03/2021 o he European Union Agency or he Cooperaon o Energy Regulaory o 3May 2021 on hemehodological aspecs
o he ENTSO-E draf Ten-Year Nework Developmen Plan 2020 (TYNDP).

77 Opinion No 04/2021 o he European Union Agency or he Cooperaon o Energy Regulaors o 3 May 2021 on he elecriciy projecs in
he draf ENTSO-E Ten Year Developmen Plan 2020.

78 Commission Regulaon (EU) 2017/1485 o 2 Augus 2017 esablishing a guideline on elecriciy ransmission sysem operaon (SOGL).



Building Resilience in Europe's Energy Sysem

36

4.2.4 Nework codes requiremens relaed o elecriciy balancing and emergency and resoraon

Commission Regulaon (EU) 2017/2195 o 23 November 2017 esablishing a guideline on elecriciy

balancing (EBGL), and Commission Regulaon (EU) 2017/2196 o 24 November 2017 esablishing a

nework code on elecriciy emergency and resoraon (E&R nework code) also conain relevan

requiremens or he resilience building.

Balancing reers o he se o acons and processes ha TSOs can apply on all melines in order o

ensure he mainenance o sysem requency wihin a predened sabiliy range.79 Balancing is key o

he delivery o elecriciy o nal consumers. The inegraon o exibiliy, demand response or energy

sorage in he procuremen o balancing services, as oreseen in SOGL, srenghens grid resilience.

The E&R nework code, building on he requiremens in SOGL, denes requiremens and processes

or addressing elecriciy emergency siuaons and resoraon. SOGL idenes dieren crical

sysem saes, ranging rom: normal sae, aler sae, emergency sae, blackou sae and

resoraon. This indicaes a resilience circle process. SOGL also denes requiremens and principles

o ensure ha he condions or mainaining operaonal securiy are me. Pursuan o he E&R

nework code, each TSO ‘should’ esablish a ‘sysem deence plan’ (Ar. 11-22) and a ‘resoraon plan’

(Ar. 23-25) ha ollow a hree-sep process: a design phase or he plan; an implemenaon phase,

where he necessary measures are implemened; an acvaon phase, where he measures idened

in he plan are acvely used. This process shows again ha planning by sysem operaors is a crucial

par o resilience building, where he denion o risk siuaons and migaon measures are key.

4.2.5 Mehodology crieria or “rare and exreme naural hazards” as par o regional elecriciy

crisis scenarios

ENTSO-E is required o elaborae hemehodology or idenying hemos relevan regional elecriciy

crisis scenarios “and o submi i o ACER, pursuan o Regulaon (EU) 2019/941 o he European

Parliamen and o he Council o 5 June 2019 on risk-preparedness in he elecriciy secor (Arcle

5). The mehodology mus ake ino accoun, among ohers, he risk o ‘rare and exreme naural

hazards’ (Ar. 5(2)(a)).

4.2.6 Regulaon o crical enes under he direcve on resilience o crical enes

Pursuan o he Direcve on he resilience o crical enes (Crical Enes Resilience Direcve)80,

several energy asses will be dened as ‘crical enes’, meaning enes providing essenal services

ha are crucial or he mainenance o vial socieal uncons, economic acvies, public healh and

79 SOGL, Ar. 2.
80 Direcve (EU) 2022/2557 o he European Parliamen and o he Council o 14 December 2022 on he resilience o crical enes and
repealing Council Direcve 2008/114/EC.
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saey, and he environmen. Such enes mus be idened by all Member Saes (Member Sae

Risk Assessmen) and will be subjec o a series o obligaons aimed a enhancing heir resilience and

abiliy o provide services in he inernal marke.

The direcve requiresMember Saes o ideny and developmeasure helping he resilience o crical

enes, ollowing a risk-based approach (crical eny risk assessmen). The laer ocuses on he

enes mos relevan or he perormance o vial socieal uncons or economic acvies. In order

o ensure such a argeed approach, each Member Sae should carry ou, wihin a harmonised

ramework, an assessmen o he relevan naural and man-made risks, including hose o a cross-

secoral or cross-border naure, ha could aec he provision o essenal services, including

accidens, naural disasers, public healh emergencies such as pandemics and hybrid hreas or oher

anagonisc hreas (e.g., erroris aacks).

Based on he resuls rom his assessmen and he inormaon provided byMember Saes, he crical

enes mus ake appropriae and proporonae echnical, securiy and organisaonal measures o

ensure heir resilience and have in place a ‘resilience plan’.

On heir side, crical enes are encouraged (‘should’) o have a comprehensive undersanding o he

relevan risks o which hey are exposed and a duy o analyse hose risks. To ha end, hey should

carry ou risk assessmens whenever necessary (‘crical eny risk assessmen’). Specic provisions

apply o crical enes o European signicance.

The direcve provides or a legal denion o resilience, meaning 'a crical eny’s abiliy o preven,

proec agains, respond o, resis, migae, absorb, accommodae and recover rom an inciden’ (Ar.

2).
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5. TSOS’ AND DSOS’ ROLE IN ENHANCING RESILIENCE
AND MITIGATING RISKS

5.1 Electricity

TSOs and DSOs are responsible or he reliable ransmission and disribuon o elecriciy o

cusomers. I ollows ha hey mus play a key role in mainaining and improving resilience o

elecriciy neworks o climae-relaed hazards. I is clear rom he cases in Chaper 3 how suscepble

above-ground power lines – boh a ransmission and disribuon level – are o hazards such as

wildres. The requencies o exreme weaher-relaed evens o inrasrucure are expeced o

increase in he coming years and decades.

Concurren wih he increased requency o climae-relaed hazards, he share o inermien

renewables generaon (RES) has been on he rise and is se o increase even urher in he coming

years. This is already posing challenges or TSOs who mus manage power ows ha are less

predicable han hose in a sysem wih mosly convenonal generaon. The increased share o RES,

and he pah o a low-carbon power sysem, poses many challenges such as increasing loop ows and

signican re-dispaching and counerrading needs o correcmarke oucomes. These challenges will

only increase. This projec does no ocus on he RES and he relaed marke design issues.81 A

consequence o his developmen is, however, ha he sysem may be less sable han beore and

more vulnerable o shocks. This is cerainly relevan or he resilience o he power sysem. Quesons

also arise regarding wheher esablished rules o operaon such as he N-1 rule, currenly he

European norm on ransmission sysem operaon, are sucienly robus o hold up o he

ransormaon o a low-carbon sysem combined wih increased risk o exreme climae-relaed

hazards, where i is common o see N-2 or N-3 siuaons arise.82

How can resilien pracces by TSOs and DSOs migae he risk o disasers and he consequences o

exreme evens? There are many possible opons or his. A non-exhausve lis would probably

include:

▪ Moving from Run-to-Failure Management to Preventive Maintenance.

▪ Exploiting the opportunities of digitalisation.

▪ Improving cross-sector coordination and system integration/sector coupling.

▪ New investment metrics, benchmarking, and standards.

TSOs and DSOs can no doub move in he direcon o resilien pracce wihin he exisng regulaory

environmen; here are low-hanging rui o be picked. Beer proocols as regards communicaon

81 Alhough marke design should ake resilience o he power sysem ino consideraon.
82 The N-1 rule spulaes ha any single conngency should no endanger he power sysem; see Arcles 34 and 35 o Commission
Regulaon (EU) 2017/1485 o 2 Augus 2017 Esablishing a Guideline On elecriciy ransmission Sysem Operaon.
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wih auhories such as reghng services are a good example o his (c. Case 1 above). Nework

operaors are, however, subjec o regulaon which may limi heir room or manoeuvre. Thus,

operaors, regulaors, and legislave bodies muswork ogeher o improve he regulaory ramework

in erms o resilience.

5.2 Natural gas

Irrespecve o plans o increase resilience, he role o gas nework operaors is o ensure

uninerruped services o ransporng gas rom anywhere in heir respecve nework areas o end-

use cusomers a minimal cos. Currenly, Regulaon (EU) 2017/1938 on securiy o gas supply83

denes wo securiy o supply sandards ha are used o assess how each EU Member Sae (MS)’s

gas nework would be impaced by he loss o is larges piece o gas inrasrucure:

1. ´An inrasrucure sandard´, incorporang he so-called N-1 crierion, which deermines he

percenage o gas demand ha could be me on a day o exceponally high gas demand in he

even o he loss oMS’ larges single piece o gas inrasrucure.

2. ´A supply sandard´ which spulaes ha MS mus be capable o supplying gas o mee he

needs o proeced cusomers or 30 days, in he even o disrupon o he single larges piece

o gas inrasrucure under average winer condions.

Thus, under he curren regulaon, a key goal o gas nework operaors is o ensure ha all he

required acons are aken o secure an uninerruped supply o gas hroughou he EU, especially o

proeced cusomers. The regulaon spulaes ha all such measures should be cos-eecve and

aken in a way ha does no disor gas markes. The regulaon denes hree crisis levels:

1. ‘Early warning’ where here is concree, serious, and reliable inormaon ha an even will

signicanly deeriorae he gas supply siuaon.

2. ‘Aler’ level where a disrupon o gas supply, which resuls in signican deerioraon o he

gas supply siuaon, occurs bu he marke is sll able o manage ha disrupon wihou he

need o resor o non-marke-based measures.

3. ‘Emergency’ level where all relevanmarke-based measures have been implemened bu he

gas supply is insucien o mee he remaining gas demand so ha non-marke-based

measures have o be addionally inroduced wih a view, in parcular, o saeguarding gas

supplies o proeced cusomers84.

83 Regulaon (Eu) 2017/1938 o he European Parliamen and o he Council o 25 Ocober 2017 concerning measures o saeguard he
securiy o gas supply and repealing Regulaon (EU) No 994/2010. 

84 Proeced cusomer’ means a household cusomer who is conneced o a gas disribuon nework and, in addion, where he Member
Sae concerned so decides, may also mean one or more o he ollowing, provided ha enerprises or services as reerred o in poins (a)
and (b) do no, joinly, represenmore han 20 % o he oal annual nal gas consumpon in haMember Sae: (a) a small or medium-
sized enerprise, provided ha i is conneced o a gas disribuon nework; (b) an essenal social service, provided ha i is conneced o
a gas disribuon or ransmission nework.
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Imporanly, he Regulaon (Arcle 8) requires each MS o esablish prevenve acon plans and

emergency plans which mus be updaed every our years, unless circumsances require updaes ha

are more requen. All EU MS submied heir prevenve acon plans and emergency plans in 2019-

20 or he European Commission (EC) o review85.

Noe ha dieren MS may have somewha dieren reamen o gas demand in he power

generaon secor and his reamen depends on he role o gas in he power secor (in parcular i i

is used in Combined Hea and Power (CHPs) o produce hea, as a primary uel) emergency plans.

In mos cases, gas markes connue o uncon as business as usual under he ‘early warning’ sage.

In he UK, here are our sages in is emergency plan which correspond o he las wo sages

spulaed in he SoS regulaon (aler and emergency levels) and he ‘early warning’ sage o he SoS

regulaon is enrely ignored in he UK emergency plan86.

Marke-based and non-marke-based measures in naonal gas emergency plans (where hose are

menoned explicily in he plans) may be summarised as ollows:

85 These plans are available here: hps://energy.ec.europa.eu/opics/energy-securiy/secure-gas-supplies/commissions-opinions-
prevenve-acon-plans-and-emergency-plans-submied-eu-counries-2019_en

86 ‘Aler’ level corresponds o sage 1 (poenal) see:
hps://energy.ec.europa.eu/sysem/les/2019-11/2019.11.07-naonal_emergency_plan_2019_0.pd  
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Supply side Demand side

‘Aler’ level: marke-based measures

Increased indigenous producon (rom

renewable and exhausble resources) and use

o line-pack

Fuel swiching

Use o commercial gas sorage Use o inerrupble conracs

Maximise impors rom LNG and pipeline

sources

Volunary load shedding

Coordinaed dispaching by TSO

‘Emergency’ level: non-marke-based measures

Increase use o line-pack o maximum possible

wihou violang nework inegriy and saey o

operaons

Insrucon o shed ow o inerconneced

markes

Insrucon o maximise supplies rom gas

producon and sorage acilies (i gas in

sorage is par o sraegic sock), including rom

LNG sorage

Insrucon o reduce gas demand or he gas-

red power generaon secor and use o

elecriciy no generaed by gas

Reques or acvaon o he cooperaon and

solidariy measures by oher MS

Insrucon o swich uel and usage o secondary

uel sock

LNG cargo diversions hrough conracual

opons

Insrucon relaed o hea load in public

buildings

Insrucon o nal consumers o reduce gas

consumpon and swich o indusrial cusomers

Denion o new emperaure and/or schedule

hresholds or domesc heang secor, supplied

wih gas

Table 1: Marke and non-marke-based measures o cope wih a gas securiy o supply even: a summary o

Member Saes emergency plans

I may be noed ha, in accordance wih he approach se ou in EU Regulaon 2017/193818, he N-

1 assessmen does no consider he poenal or drawing line-pack gas sored in he gas ransmission

nework o supply addional gas when here is a supply shorall. Neverheless, ha use o line-pack

is considered by some member saes (e.g., Germany) as marke-based measures while by ohers as

non-marke-based measures (e.g., Republic o Ireland). As eviden in Table 1, mos measures in he

emergency plans are o a demand side naure.
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6. REGULATORY PATHWAYS TO FOSTER RESILIENCE

6.1 Hurdles in the legal and regulatory environment

The EU energy legislaon does address several sides o resilience in a argeed and ecien manner.

However, he approach is ofen limied o specic aspecs o resilience, ocusing on energy sysem

perormance (adequacy, securiy o supply, reliabiliy, requency sabiliy), while a more holisc

approach should be promoed. On he background o energy sysem inegraon and he inerrelaed

consequences o naure-based disrupons on energy producon and ranspor asses, a more

inegraed approach o resilience building is required.

While he regulaory approach should be more holisc and comprehensive, he specicies o he

dieren energy carriers and o he dieren energy producon ypes mus be acknowledged. Gas and

elecriciy ranspor asses are impaced dierenly by naural disasers. Similarly, oshore wind

energy producon, disribued RES generaon, nuclear power plans and hydropower plans are no

subjec o weaher sress condions in he same manner.

The EU legislaon denes precise requiremens or grid operaors in erms o grid planning. Grid

planning should be used as an essenal requiremen or assessing he need or building resilience o

he energy sysem, no leas because i serves as he basis or making relaed invesmens. The lis o

assessmen crieria or grid planning and underlying mehodologies andmerics mus beer reec all

componens o resilience building, boh shor-erm and long-erm.

A cenral queson in erms o regulaory approach is o know wheher ‘resilience’ should be par o

he economic regulaory model or operaors (wih economic incenves o inves in i) or wheher i

should no be monesed and hereore regulaed as a separae issue.

6.2 Cost-Benefit Analysis as a vehicle for improved resilience

Cos-Bene Analysis (CBA) rules are crucial when i comes o invesmens in regulaed neworks like

disribuon and ransmission neworks: he CBA o an invesmen projec is in essence a ramework

weighing coss relaed o a cerain invesmen agains he benes. I he benes o resilience

invesmens are no properly accouned or in he analysis, hen invesmens wih a primary ocus o

improving resilience will yield a negave CBA balance. I decisions are made on ha basis, hey will be

auomacally ruled ou.

For elecriciy, he relevan European-level documens in his area are he ´ENTSO-E CBA Guideline or

Cos-Bene Analysis o Grid Developmen Projecs´ and he ´Ten-Year Developmen Plan

Implemenaon Guidelines´. The mos recen version o he ormer documen daes rom 2021 and

he laer rom 2022. While securiy o supply is an imporan variable in hese guidelines, resilience

as such is hardly menoned: he CBA Guideline only menons resilience once in he enre documen
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and his is o sae ha “High Impac Low Probabiliy evens, such as ‘disaser and climae resilience’”

are dicul o monese since “mulplying low probabilies and very high consequences [has] lile

meaning” (p. 143).87 While his ex should no be aken ou o conex – which is ha o explaining

why mul-crieria analysis is avoured by ENTSO-E – i illusraes he risk ha resilience benes are

no properly aken ino consideraon when i comes o evaluaon o invesmen projecs.

I should be noed here ha securiy o supply and reliabiliy indicaors are likely o improve because

o resilience invesmens. Indeed, here is a close relaonship beween reliabiliy and resilience since

resilience may be considered an inpu ha conribues o he achievemen o reliable service (AER,

2022). I is, however, by nomeans clear ha resilience benes will be ully accouned or in CBAwhen

only reliabiliy or securiy o supply measures are included.

Prevenave mainenance and sophiscaed planning ools – see e.g., he secon on developmens in

Ialy below – are clearly also imporan o enhance resilience. These, as well as sraegies on holding

o spares and proocols on sharing o engineering sa across regions, are key and will suppor rapid

recovery rom shocks which should be a prioriy. Inroducing economic incenves, e.g., by

compensang cusomers or being o supply, would srongly incenvise quick recovery. However,

regulaon needs o be sucienly exible o allow or such sraegies and achieve an opmal balance

beween resilience and reliabiliy benes and he associaed coss.

As relaed o naural gas projec appraisals, Regulaon (EU) No. 347/2013 (TEN-E)88 asks ENTSOG

wih developing a mehodology or cos-bene analysis (CBA) o suppor he Projecs o Common

Ineres (PCI) selecon process.

In 2018, ENTSOG developed is 2nd CBA mehodology (gas CBA)89 in which he erm “resilience” was

used wice, and various ypes o risks are considered. In parcular, he gas CBA explicily accouns or

climac and supply sresses andmonese he benes rom avoided demand curailmen arising rom

hese ‘sress’ condions. Thereore, ‘resilience’ o he gas sysem is undersood in his conex. In

parcular, as noed in he gas CBA (p.46)90 “In addion o assessing demand curailmen risks, he

remaining exibiliy assesses how resilien o climac sress a counry is. The remaining exibiliy aims

87 A new draf version (no. 4) o he ENTSO-E CBA was ou or public consulaon unl 15 February 2023,
hps://consulaons.ensoe.eu/sysem-developmen/mehodology-or-a-energy-sysem-wide-cos-bene/. The new draf CBA ollows
he revised TEN-E Regulaon (EU) 2022/869, including he requiremens or he conen o hemehodology or he sysem-wide CBA. The
documen does no, however, menon resilience as such.

88 TEN-E is a European Parliamen and Council regulaon ha provides guidelines or rans-European energy inrasrucure. The regulaon
aims o aciliae invesmen in energy inrasrucure o achieve he European Union's energy and climae policy objecves. I esablishes
a process or idenying PCIs), projecs deemed signican or Europe which will receive benes such as sreamlined permitng
procedures and cross-border cos allocaon. I denes 12 European energy prioriy corridors, which are regions ha have been idened
as being o parcular imporance or energy inrasrucure invesmen. The regulaon also esablishes Regional Groups, which are
responsible or assessing candidae projecs or PCI saus in heir respecve regions, and play a crucial role in deermining which projecs
will receive he benes associaed wih being designaed as a PCI.

89 hps://ensog.eu/mehodologies-and-modelling#consisen-and-inerlinked-elecriciy-and-gas-model
90hps://www.ensog.eu/sies/deaul/les/2019-
03/1.%20ADAPTED_2nd%20CBA%20Mehodology_Main%20documen_EC%20APPROVED.pd
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a capuring he exra supply exibiliy a counry can access hrough is inrasrucure.” This remaining

exibiliy is measured by he increase in demand ha can be accommodaed beore an inrasrucure

or supply limiaon is reached. This indicaor is calculaed independenly or each area and considers

sressul siuaons such as exreme weaher condions and supply or inrasrucure consrains. The

calculaon o his indicaor helps o ideny areas where invesmen in energy inrasrucure may be

necessary o ensure he connued reliable operaon o he European gas sysem. The higher he value

(expressed as a percenage o demand or a given area), he beer he resilience91.

Thus, he gas CBAmehodology does explicily acknowledge gas sysem resilience, no jus in erms o

radional securiy o supply denion such as disrupon o he larges inrasrucure or 1-in-N

demand condions, bu a combinaon o ´sress´ evens, o which climac sress condions are

assessed boh independenly (1-in-N) bu also joinly wih N-1 ype o risk evens. Thus, a variey o

risks are assessed, and resilience o he sysem is monesed agains hese risks.

Gas CBA mehodology wen urher and in May 2021, ogeher wih ENTSO-E, he documen enled

´ENTSOG and ENTSO-E Inerlinked Model invesgaon, screening, and dual assessmen´92 was

produced, recognising he increasing naure o secor coupling beween gas and elecriciy secors in

Europe as he region undergoes complee decarbonisaon. Again, he erm “resilience” was used a

leas wice and boh in he conex and undersanding as per he 2nd gas CBA mehodology documen.

Tha is, resilience is expressed as ‘Curailmen Rae Indicaor (CR)’, which measures he resilience o

he European gas sysem (in erms o demand curailmen) o cope wih various sressul evens

(climac sress and supply roue and inrasrucure disrupons). This secor coupling rendmeans ha

as we decarbonise our energy sysem and poenally elecriy hea load wih variable renewables, he

eecs o climac variabiliy on elecriciy and hence on he gas sysem will magniy and increase

considerably. While he gas CBA does explicily menon probabiliy o climac sress evens (p.43 o

he gas CBA documen93) (be i 1-in-20 or 1-in-50)94 on gas demand, and hence sraighorward

monesaon o gas inrasrucure resilience in his regard, oher risks such as polically movaed

acons o shu down a supply roue (e.g., he ongoing war in Ukraine caused Russia o shu down gas

ows o Europe via a number o pipelines) and especially he ones propagang rom secor coupling

wih he elecriciy secor (e.g., wildre, see discussion a he end o Secon 2) are problemac o

monese as here is lile basis o calculae risk and sysemac denion o probabilies.

I is imporan o noe ha he TEN-E Regulaon 347/2013 was repealed by Regulaon 2022/869 (he

revised “TEN-E Regulaon”), in orce since June 2022. The revised TEN-E Regulaon ses guidelines or

he developmen o rans-European energy inrasrucure o suppor he EU's climae and energy

91 p.46 o he gas CBA documen.
92 hps://ensog.eu/sies/deaul/les/2021-05/ILM%20Invesgaon%20Documen.pd
93 hps://www.ensog.eu/sies/deaul/les/2019-
03/1.%20ADAPTED_2nd%20CBA%20Mehodology_Main%20documen_EC%20APPROVED.pd

94 1-in-20 or 1-in-50 is a gas inrasrucure supply sandard requiring gas nework operaors o acor in nework capabiliy o wihhold
exreme weaher condions occuring one in weny years (or one in fy years).
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arges and objecves. The regulaon includes new invesmen caegories such as energy sorage, CO2

neworks, and smar elecriciy and gas grids. The new TEN-E does no require anymore a gas CBA

mehodology and insead requires he Commission o ensure he developmen o harmonised cos-

bene analysis (CBA) mehodologies or candidae projecs in hese caegories, and he

mehodologies will be developed in a ransparenmanner hrough consulaons wih Member Saes

and sakeholders. The TEN-E Regulaon also includes hydrogen ranspor and sorage inrasrucure

in is scope, bu he deadline or he developmen o a nal hydrogen CBAmehodology does no align

wih he meline or he rs Union lis o PCI/PMI. As a resul, he Commission has asked he JRC o

develop a draf hydrogen CBA mehodology o bridge he gap beween he rs PCI/PMI process and

he ENTSOG mehodology.

6.3 Current national initiatives

Beyond European regulaon, he naonal level is imporan. Ineresngly, here are already emerging

examples o a changed approach in his area where resilience consideraons are considered.

There exis examples o iniaves aiming a improved elecriciy sysem resilience. Below, we briey

describe our such iniaves. Three o hose concern he regulaon o disribuon neworks and

originae rom he UK, Ausralia, and Ialy. Concree examples in he realm o ransmission sysem

operaon are harder o nd, bu we ouline one such iniave in Ialy.

Unied Kingdom - Ogem

In he UK, Ogem has recenly made i a requiremen or elecriciy disribuon nework operaors o

include resilience aspecs ino heir business plans.95 Several dimensions o resilience are considered:

▪ Asse resilience

▪ Workorce resilience

▪ Cyber resilience

▪ Physical securiy

▪ Climae resilience

As regards asse resilience, companies’ business plans mus give esmaes o asse healh, cricaliy,

and replacemen priories. Physical securiy involves requiremens associaed wih asses deemed as

Crical Naonal Inrasrucure. Business plans mus include a climae resilience sraegy, oulining

how DSOs will respond o he impacs o climae change on heir neworks over he long erm. In

parcular, DSOs are required o ideny how hey aim o ensure heir neworks remain resilien o he

impacs and risks o climae change.

95 Ogem (2021). RIIO-ED2 Business Plan Guidance, Sepember, hps://www.ogem.gov.uk/publicaons/riio-ed2-business-plan-guidance
accessed on 21 November 2022.
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Ialy - ARERA

Following on exreme snow evens in Cenral Ialy, which caused prolonged disconnecon o over

100,000 cusomers, insuonal sakeholders ook seps owards he inroducon o resilience in he

regulaory ramework.96 ARERA, he Ialian ulies regulaor, inroduced an incenve-based

regulaon aimed a increasing he resilience o elecriciy disribuon neworks and made i a

requiremen or elecriciyDSOs o provide priorised hree-year plans or resilience invesmens each

year, concerning wo aspecs: a) he design o a nework able o wihsand exreme evens, and, b)

he abiliy o he sysem o resore is sandard operaon afer such evens. Each year DSOs are

required o publish a hree-year plan or deending heir neworks agains risk acors such as ice

sleeves on cables due o snow or wind, heawaves, ooding and allen rees due o snow.97 A cos-

bene analysis mus be provided or each projec, ollowing ARERA guidelines.98 There are penales

or DSOs which idened a resilience-relaed projec and do no implemen ha projec wihin 12

monhs afer he planned commissioning dae.

Ausralia - AER

In Ausralia, ollowing he 2021 sorms he Vicorian governmen esablished an Exper Panel o

perorm a regulaory review wih a ocus “on he disribuors’ obligaon o: improve disribuon

nework preparedness or, and response o, prolonged power ouages arising rom sorms and oher

exreme weaher evens srenghen communiy resilience o prolonged power ouages.”

The Panel’s nal repor99 conains numerous and quie deailed recommendaons or immediae,

medium-erm, and longer-erm reorm or improving nework resilience.

The main recommendaon or he long erm is ha “… naonal legislave ramework should be

amended o drive disribuor invesmens in resilience in he longer-erm”100 and ha he regulaory

ramework should be amended wih his purpose. The Ausralian Energy Regulaor (AER), or is par,

has issued a shor noe on key issues regarding resilience expendiures o DSOs.101 The AER nds ha

he regulaory ramework is sucienly exible o allow or resilience expendiures. Condions or

allowing such expendiures are also oulined: iner alia, hey need o be causally linked o expeced

increase in exreme weaher evens and shown o be required o mainain service levels in he mos

ecien way.

96 See Eurelecric (2022). The Coming Sorm – Building Elecriciy Resilience o Exreme Weaher, posion paper/repor (p.25).
hps://www.eurelecric.org/publicaons/he-coming-sorm-building-elecriciy-resilience-o-exreme-weaher-ull-sudy/ accessed on
18 January 2023.

97 ARERA (2022). Annual Repor o ACER and he EC, hps://arera.i/allega/relaz_ann/22/AnnualRepor2022.pd, accessed on 22
November 2022.

98 For urher background and deails see Lo Schiavo, L., Villa, F., & Turconi, C. (2019). Regulaory incenves or improving he resilience o
elecriciy disribuon grids in Ialy, CIRED conerence proceedings,

hps ://www.cired-reposiory.org/handle/20.500.12455/760?show=ull accessed on 1 February 2023
99 Elecriciy Disribuon Nework Resilience Review Exper Panel (2022), Final Recommendaons Repor.
100 Elecriciy Disribuon Nework Resilience Review Exper Panel (n66).
101 Ausralian Energy Regulaor (2022). Nework Resilience: A Noe on Key Issues, April.
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Ialy – Terna/RSE

All he above examples relae o DSOs. I is o some exen undersandable ha he rs seps as

regards moving owards improved resilience are aken a he disribuon level; homes and oher

cusomers are direcly conneced o he disribuon nework and eel he impac o ailures

immediaely and somemes wih grea orce and serious consequences. However, i is also imporan

o consider resilience o ransmission neworks. In Ialy, sarng in 2017, Terna (he Ialian elecriciy

TSO) and RSE (an Ialian company cenred on he developmen o research acvies in he energy

secor) have developed a new risk-based mehodology or improving resilience o he power grid, ha

received in 2022 a posive vericaon by ARERA (he Ialian Naonal Regulaory Auhoriy).102

Resilience measures include prevenve acon (aimed a increasing nework meshing realising new

power lines), recovery acons (aimed a reducing line resoraon me ollowing power ouage),

migaon acons (aimed o conain risks on he elecrical sysem and reduce damages), and

monioring inervenons (o oresee crical weaher evens which could have an adverse impac on

he grid wih he use o innovave echnological soluons).

The new mehodology is characerised by he ollowing 3 key elemens:

▪ Development of climate scenarios allows the identification of areas most exposed to the

effects of severe weather events of different nature, associating with them the relative

probability of climate hazards. The approach is scalable and replicable.

▪ An engineering approach for estimating the vulnerability of different components of electrical

overhead lines to direct and indirect stresses caused by severe weather events by determining

specific vulnerability curves defined by using real technical and orographic parameters.

▪ A probabilistic N-k approach for analysing multiple and simultaneous outages due to weather

events in order to quantify the probability of occurrence of such multiple contingencies and

assess their impact (in terms of Expected Energy Not supplied) on the portion of the power

system exposed to the severe weather event.103

Caliornia

A new law has been enaced in response o wildre disasers in Caliornia.104I addresses he increased

nancial risks acing major ulies (such as PG&E) resulng rom climae change. The legislaon is

inended o migae he risk o wildres as well as speciying how coss o uure damages are o be

disribued. Ulies are required o inves a oal o $5 billion in saey measures such as more

requen power line inspecons and beer vegeaon managemen. A wildre saey advisory board

has been esablished o advise he Caliornia Public Uliy Commission (CPUC) as well as reviewing

102 Terna (2021). Tackling Climae Change: Terna, RSE, ARERA Take Acon o Suppor he Resilience o he Elecriciy Sysem,May 5, accessed
on 22 November 2022. ARERA’s role was o provide a posive vericaon o he TERNA-RSE mehodology. This was by ARERA decision
9/2022, hps://www.arera.i/i/docs/22/009-22.hm. 

103 For urher deails see hps://www.erna.i/i/sisema-elerico/codici-ree/codice-ree-ialiano; A.76 “Allegao A.76 – Meodologia per
il calcolo dell’incremeno della resilienza della Ree di Trasmissione Nazionale”.

104 John MacWilliams e al. (2019) n. 25.
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ulies’ implemenaon o saey requiremens and wildre migaon plans inended o reduce he

probabiliy o uure caasrophic wildres. Moreover, a $21 billion insurance und, he Caliornia

Wildre Fund, has been esablished o enable ulies o say liquid and provide essenal services

when acing large disasers. A CPUC-issued saey cercae is a prerequisie or accessing he

insurance und or recovery o coss relaed o wildres.

The new Caliornian law is se o srenghen regulaory and corporae resilience experse and climae

planning requiremens. I also denes ulies’ nancial exposure o wildre risk and reduces invesor

uncerainy, making i easier or ulies o access marke unding.

6.4 Measuring and monetising resilience

Clearly, resilience is an imporan aribue o energy sysems and making hese sysems more

resilien, i.e., improving heir capabiliy o wihsand exreme evens and o recover quickly rom such

evens, is exremely imporan. As always, here are rade-os beween coss and benes o

resilience inervenons o various kinds. While he coss o invesmens, prevenave mainenance

ec. are raher easy o measure, he benes o improved resilience are no as well undersood.

In Secon 2.1, resilience was dened as “he abiliy o wihsand and reduce he magniude and/or

duraon o disrupve evens, which includes he capabiliy o ancipae, absorb, adap o, and/or

rapidly recover rom such an even”. This denion includes several imporan elemens which make

i challenging o quany he degree o which a sysem is resilien o disrupve evens. However, good

merics or measuring resilience are essenal: wihou such merics, resilience aspecs are likely o be

underesmaed and inadequaely incenvised. In parcular, he abiliy o recover rom shocks may

no be aken sucienly well ino accoun. Bu how should he resilience o a power sysem be

quaned?

In recen years, concurren wih he emergence o resilience as an essenal aribue o energy

inrasrucure, here has been considerable research in his area. Several approaches o measuring

resilience have been proposed.105 Mos mehods or measuring resilience have in common he so-

called ’resilience rapezoid‘ (or some variaon hereo) shown in Figure 1, which is a sylised bu

helpul way o showing he response o an energy sysem o a disrupve even. The gure illusraes

he abiliy o he sysem o wihsand, absorb, resore, and adap o a disrupve even. In principle,

hese dieren dimensions o resilience could be measured and included in resilience merics.106

Imporanly, a meric (or merics) should consider how signican a disrupon in power and gas

105 See, e.g., Roege, P. E., Collier, Z. A., Mancillas, J., McDonagh, J. A., & Linkov, I. (2014). Merics or energy resilience. Energy Policy, 72, 249-
256; Willis, H. H., & Loa, K. (2015). Measuring he resilience o energy disribuon sysems. RAND Corporaon: Sana Monica, CA, USA, 38;
Paneli, M., Mancarella, P., Trakas, D. N., Kyriakides, E., & Haziargyriou, N. D. (2017). Merics and quancaon o operaonal and
inrasrucure resilience in power sysems. IEEE Transacons on Power Sysems, 32(6), 4732-4742; Vugrin, E. D., Casllo, A. R., & Silva-
Monroy, C. A. (2017). Resilience Merics or he Elecric Power Sysem: A Perormance-Based Approach (No. SAND2017-1493). Sandia
Naonal Lab.(SNL-NM), Albuquerque, NM.

106 Or resiliencemarix as in Roege e al. (2014) (n. X).
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sysems perormance due o a high-impac even is likely o be, how he sysem adaps o he shock,

and how quickly i can recover and reurn o regular operaon.

Figure 2. The resilience rapezoid associaed wih an even107

6.4.1 Resilience and reliabiliy in he elecriciy marke

I is relevan o consider resilience in conjunconwih ‘reliabiliy’ o he power supply. However, while

resilience and reliabiliy are relaed conceps, here are imporan dierences. For example, due o is

muldimensionaliy, resilience is more challenging o quany han reliabiliy. CBA guidelines end o

use reliabiliy merics such as he Sysem Average Inerrupon Duraon Index (SAIDI) as well as he

Sysem Average Inerrupon Frequency Index (SAIFI) combined wih esmaes o Value o Los Load

(VoLL) (or in case o gas, using Cos o Disrupon o Gas Supply, CoDG108) or measuring reliabiliy and

monesing benes. There is no similar consensus ye on merics or measuring resilience. Moreover,

he reliabiliy merics are aimed a shor-erm evens and small-scale impacs. In conras, a meric

measuring and/or monesing resilience mus consider he low probabiliy bu high impac and long-

107 Figure rom A. Umunnakwe, H. Huang, K. Oikonomou, K.R. Davis (2021). Quanave analysis o power sysems resilience:
Sandardizaon, caegorizaons, and challenges, Renewable and Susainable Energy Reviews, Volume 149, 111252.

108 hps://documens.acer.europa.eu/en/Gas/Inrasrucure_developmen/Pages/Sudy-on-he-esmaon-o-he-Cos-o-Disrupon-o-
Gas-Supply-(CoDG)-in-Europe.aspx
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duraon aspecs o exreme evens.109 Thus, curren reliabiliy merics are no sucien or he

analysis o invesmens ha aim a improving resilience o large-scale disrupons.110 A dieren

approach is required or resilience.

A srand o he discussion around resilience revolves around curren regulaory benchmarks such as

he N-1 crierion. The conex is ha nework ailures during exreme weaher evens are ofen

clusered and, hence, a more sringen benchmark, e.g., N-2 or N-3, may be perceived o be he bes

prevenave measure. The picure is, however, more complicaed han ha: case sudies in recen

research indicae ha making he nework ‘smarer’ and more robus o, e.g., sorms, is even more

imporan han increasing he redundancy in a power sysem.111 All resilience opons need o be

considered.

A comprehensive review o proposed resilience merics is beyond he scope o his paper,112 and we

resric aenon o wo imporan conribuons o he lieraure which may indicae a way orward

on resilience merics.

Vugrin e al.113 propose a ‘perormance-based’ approach (as opposed o ‘aribue-based’, reerring o

more qualiavemerics) ormeasuring he resilience o a power sysem. A perormance-basedmeric

is designed o draw ogeher quanave daa ha describe inrasrucure perormance in he even

o specied disrupons. Such merics help measure poenal benes and coss associaed wih

invesmens and oher acons o srenghen resilience and are appropriae or cos-bene analyses.

Based on he ramework o he Resilience Analysis Process, which sars wih he denion o

resilience goals, Vugrin e al. recommend ha he resilience o a power sysem o hazards be

measured in erms o he consequences ha will resul when he hazards occur. Esmang

consequences should include relevan unceraines and be given a sascal represenaon, e.g.,

showing expeced consequence, maximum consequence, he probabiliy ha he consequence

exceeds some accepable level, ec. Examples o consequence caegories include cusomer hours o

ouages – crical and non-crical – me o recovery, and coss o damages and recovery. They

illusrae heir approach wih a case sudy o he supersorm Sandy, which sruck he norheasern

Unied Saes in Ocober 2012.

109 See A. Sankovic and K. Tomsovic (2018). The denion and quancaon o resilience, IEEE PES Indusry Technical Suppor Task Force,
Tech. Rep. PES-TR65.

110 See Naonal Associaon o Regulaory Uliy Commissioners (2016). Resilience in Regulaed Ulies, and Naonal Associaon o
Regulaory Uliy Commissioners (2016). Resilience or Black Sky Days.

111 M. Paneli, C. Pickering, S. Wilkinson, R. Dawson and P. Mancarella, "Power Sysem Resilience o Exreme Weaher: Fragiliy Modeling,
Probabilisc Impac Assessmen, and Adapaon Measures," in IEEE Transacons on Power Sysems, vol. 32, no. 5, pp. 3747-3757, Sep.
2017.

112 For recen comprehensive reviews see, e.g., N. Bhusal,M. Abdelmalak,M. Kamruzzaman andM. Benidris (2020). Power Sysem Resilience:
Curren Pracces, Challenges, and Fuure Direcons, in IEEE Access, vol. 8, pp. 18064-18086, and Umunnakwe e al. (2021) (n X).

113 Vugrin e al. exend he ramework proposed in J.P. Wason, R. Guromson, C. Silva-Monroy, e al. (2015). Concepual Framework or
Developing Resilience Merics or he Elecriciy, Oil, and Gas Secors in he Unied Saes, Technical Repor SAND2014-18019, Sandia
Naonal Laboraories.
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Paneli e al. (2017) propose an approach or modelling and quanying power sysems resilience

based on ragiliy modelling o individual componens and he ransmission sysem as a whole. Their

model is buil or mapping he real-me impac o severe weaher and involves opmal power ow

esmaon and sochasc simulaon, allowing assessmen o he impac o, e.g., a sorm moving

across a ransmission nework. The approach is illusraed by a case sudy o a severe sorm moving

across he Brish ransmission nework. Dieren inervenons are quaned regarding improvemen

in resilience indices such as Expeced Energy No Supplied, Loss o Load Frequency, generaon

capaciy going oine, and number o ransmission lines going oine.114 Their approach can be

generalised o oher ypes o hazards bu requires ha ragiliy models o hose hazards exis as well

as repair mes or each componen o he model.

6.4.2 Reliabiliy and resilience o he European gas markes

In conras o elecriciy neworks, gas inrasrucure presens more acuely severe risks and as a

resul, echnical sandards and supply qualiymerics have been esablished by EU Agencies (European

Commiee or Sandardizaon (CEN), ENTSOG and echnical associaons wihin each Member Sae)

and are ollowed by gas operaors in he connen. Any inerrupon in he ransporaon, disribuon

and consumpon o gas presens physical danger and poenally aal hazards o sakeholders.

Similar o volage levels on he elecric grid, pipeline pressure levels give a key insigh ino he

operaonal qualiy levels o he gas nework and inuence he selecon o componens and he

operaonal decision making. Pressure regulang saons are vial nework componens ha adjus

gas pipeline pressure o a variey o levels or ranspor along he nework. Germany has he longes

gas nework in he EU wih 550,000 km o pipelines across he counry wih pressure regulang

saons adjusng pressure levels rom 100mbar o upwards o 1bar allowing sae ransporaon o

cusomers and inerconnecon wih neighbouring counries. Gas operaors mainain keen oversigh

on pressure levels wih sric regulaons in place on he allowable deviaons o pipeline pressure.

Sorage acilies also play a crical role in providing sysem resiliency during high impac climae

evens and reliable access o sored gas has proven o be he dierence maker when demand is a is

highes. The 2018 arcc blas caused huge spike in gas demand (see our case sudy on 2018 ‘The Beas

rom he Eas’), resulng in a ghening o supply a a me i was mos needed. Majoriy o he

parcipang counries (GB, FR, DE, AT) have a variey o sorage inrasrucure ranging rom sal

caverns, depleed gas elds and aquiers. Pre Ukraine-war, regulaon o sorage however is no as

widespread wih only 10 counries having some sor o governmenal oversigh over he deposis and

wihdrawals rom hese acilies115. Regulaon may be in he orm o price conrol on wihdrawals

and deposis wih a revenue-cap model or may be involve a mandae or increasing oupu o he

114 Expeced Energy No Supplied is he expeced amoun o energy no being served o consumers during he period considered, due o
sysem capaciy shorages or unexpeced ouages o asses; Loss o Load Frequency reers o he number o loss o load evens wihin
he inerval

115 CEER, 2022.
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nework during gas crises. However, since he war in Ukraine, he EC imposed sorage lling obligaon

or all EU Member Saes unl a leas 2026.

The securiy o supply is also improved by LNG inrasrucure allowing EU counries o source gas rom

he global marke. LNG provides he region wih compeve supplies o naural gas and plays a vial

role in improving he inegraon and price discovery o he global gas marke. LNG inrasrucure is

used in mos coasal EU counries. LNG acilies may be eiher in-land and wih access o a por or

compacly insalled on a oang vessel. These unis are FSRUs (Floang Sorage and Regasicaon

Unis) and allow or access o LNG inrasrucure wih minimal consrucon coss.

The ocus or operaors is on service qualiy (pressure levels) and he number o inerrupons

experienced a he erminals o a nework user. Nework operaors seek o opmise he connuiy o

perormance by minimising he number o ouages ha occur and heir duraon. However, he mos

pruden parameer hroughou he supply chain is saey; any inerrupon o supply can correspond

o elevaed danger levels. Alhough many o he gas merics we shall discuss have been adaped rom

he elecriciy secor, he key dierence is in he availabiliy o widespread sorage and saey

measures.

The presence o leaks direcly indicaes he echnical qualiy o he nework is a ell-ale sign o

improper insallaon and mainenance pracces as gas leaks ino he amosphere.

An inciden occurs in every operaonal sysem and may lead o disrupons bu is no necessarily a

precursor o an inerrupon. Accidens on he oher hand are incidens ormed because o he

caegorical ailures in he saey sandards and occur when gas is ignied, and exernal damage is

iniced. O he ew counries ha repored on he opic, a common denion used was ‘an unwaned

(unconrolled or uninended) release o gas caused by he ailure o a componen in he nework.’

Similar o he elecriciy secor, connuiy o supply is moniored on boh he ransmission and

disribuon neworks, hrough a number o key merics such as Sysem Average Inerrupon Duraon

Index (SAIDI), ASIDI, Sysem Average Inerrupon Frequency Index (SAIFI) and Cusomer Average

Inerrupon Duraon Index (CAIDI) among ohers. However, hey should no be inerpreed in he

same way as hose or elecriciy. Connuiy o supply is no he primary issue inuencing decision-

making o gas nework operaors due o he high availabiliy o sorage in gas grids and he exreme

echnical sandards associaed wih heir operaon. However, unlike he elecriciy secor, he

number o inerrupons is considerably lower, primarily because a single gas inerrupon along he

nework can resul in severe damage, keeping operaors on edge and always proacvely monioring

he nework. Anoher dierence in he reduced incidens is because mos o he gas nework is

underground and is less vulnerable o exernal inuences han overhead power lines. I should be

noed ha ouages on he gas nework are considerably longer o recy. Each counry has a dieren

mehod o dening hese merics wih weighngs ypically aecng how hey repor he evens.
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SAIDI is he Sysem Average Inerrupon Duraon Index and is used o rack he oal duraon o an

inerrupon on he sysem and is dened rao o he sum o all cusomer inerrupon duraons o

he oal number o cusomers served. Ofen measured in hours, many operaors rack his meric

over he course o he year or boh planned and unplanned ouages.

The issue however lies in how he meric dened or each operaor. Cusomer idencaon, he

denion o an inerrupon and he poron o he nework (disribuon or ransmission) he meric

is applied o diers rom operaor o operaor. For example, Germany denes he meric as he rao

o he oal ouage duraon or all cusomers aeced o he oal number o cusomers, whereas

Slovakia denes i as he rao o inerrupon duraon o supply poins in he disribuon nework o

he oal number o supply poins.

This varying denion and applicaon areas o he meric complicaes he eors o benchmark

qualiy o supply in he region. The besway or suiable benchmarking across EUmember saes is o

harmonise he denion o hese merics or each sysem operaor such ha operaonal reliabiliy

can be compared.

The UK, Germany and he Neherlands rack boh aspecs o he meric wih France as one o he

noable excepons. Ausria only ocuses on he unplanned ouages in is calculaon. I should also be

noed ha he meric would also capure cerain orce majeure incidens (such as explosions, see our

case sudy on Baumgaren gas explosion) skewing he daa considerably.

Dieren gas qualiy can segmenmarkes and limi inerconnecon capabiliy, reducing he resilience

o he gas nework. For example, he high- and low-caloric gas areas in Norhwes Europe. The

inerchangeabiliy o gas is limied by is chemical composion, causing marke segmenaon across

he connen. The sub-regional marke o Germany, France, France, Belgium, and he Neherlands

(NL) operae gases o boh higher (H-gas) and lower (L-gas) heang values. L-gas, primarily rom

Groningen elds in NL, is ranspored across borders o neighbouring counries or use in indusries.

Germany consumes bohH-gas and L-gas and, due o heir diering caloric conen, requires separae

ransmission neworks across he region. Public oucry over he dangers o earhquakes in he

Groningen region, in addion o he NL ne-zero ambions, has led o he policy iniaves o

compleely rere is gas elds by 2030.

Thus, gas qualiy ranges on a variey o merics, and naonal gas regulaors are currenly racking

many o he key ones. Excessively high levels o sulphur can lead o corrosion on he nework andmus

be repored. Regulaors should seek o impose a consisen denion o heWobbe Index as i key or

saey and a more inegraed gas sandard across he connen. The ineroperabiliy and qualiy

sandardizaon issue will become even more crical as Europe ramps up he hydrogen marke (e.g.,

hydrogen blending and/or conversaon o pars o he exisng gas neworks o carry hydrogen).
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To conclude, as wih he elecriciy secor, he gas nework also has a variey o securiy o supply and

reliabiliy merics. I is recommended hamore counries across he region implemenmany o hese

connuiy o supply merics o ensure suiable comparisons and more clearer benchmarking on gas

supply qualiy. Exposed pipelines leading ino cies should be weaherised o preven he poenal o

reezing and bursng. This will reduce saey hazards and ensure connuiy o supply in periods o

elevaed demand. Odorisaon should also be mandaed across all member counries o improve he

risk managemen across he nework. Sucien and diverse sources o gas should be available when

i is needed. LNG inrasrucure however long i may ake o be consruced is a vial componen o

he gas nework as i virually guaranees he securiy o supply, as shown by he curren gas crisis

caused by he war in Ukraine. EU energy policy should be srucured owards incenvising

parcipaon in his secor. While hese merics, as in he elecriciy supply secor, are ocused on

reliabiliy o gas supply, hey do no consider resilience explicily. New merics ocusing explicily on

resilience and increasing secor-coupling beween gas and elecriciy will be needed as Europe

decarbonises is energy sysem.

6.4.3 Monesaon

High-impac, low-probabiliy evens such as severe sorms, wildres, ec. have radionally been

considered dicul o monese – c. he earlier cied remark rom he ENTSO-E CBA guidelines –

alhough in some cases his may be possible, c. he recen Ialian DSO regulaon on

resilience. Mulcrieria approaches using scenarios involving high-impac, low-probabiliy evens and

several resilience merics may indeed represen a way orward, as advocaed by ENTSO-E. However,

i a mulcrieria approach is adoped, i needs o be clear how resilience is considered in regulaory

decision-making: he risk is ha non-monesed merics are no placed on an equal oong wih he

“boom line” resuls o CBA analyses and, hence, resilience invesmens will no be adequaely

incenvised. I ollows ha nding a good approach o monesing resilience benes and weighing

hem agains coss in CBA analyses is essenal.

In principle, reliabiliy indices can be combined wih esmaes o he Value o Los Load (VoLL) or

elecriciy and or gas, using ‘Cos o Disrupon o Gas Supply’ (CoDG116) or monesing benes o

resilience invesmens, given he occurrence o an exreme sorm or similar even. In scenario analysis,

his would represen a sep in he righ direcon by monesing damages o high-impac evens such

as sorms or oods. To be incorporaed in CBA analyses, however, a urher sep is required: o

calculae expeced benes and weigh agains invesmen coss and oher resilience measures,

‘probabilies o occurrence’ also need o be modelled. Moreover, VoLL esmaes need o be

appropriae or resilience analysis: In reliabiliy analysis, VoLL is ofen presened as a single parameer,

116 hps://documens.acer.europa.eu/en/Gas/Inrasrucure_developmen/Pages/Sudy-on-he-esmaon-o-he-Cos-o-Disrupon-o-
Gas-Supply-(CoDG)-in-Europe.aspx



Building Resilience in Europe's Energy Sysem

55

whereas in realiy, iwill vary beween cusomer ypes,me o day and season, duraon o he ouage,

ec.117

Duraon-dependen cusomer-damage uncons – based on VoLL esmaes – can be used o esmae

he moneary cos o high-impac evens. This is proposed and illusraed by Anderson e al. (2019).

However, convenonal measures o VoLL are unlikely o capure he ull coss o high-impac; low-

probabiliy evens such as he sorms in Vicoria (c. Secon 3.1). The radional measures are

resriced o he direc impac o he loss o elecriciy, usually or a relavely shor duraon.

Unplanned, large-scale, and long-lasng blackous, which can impac and propagae o oher crical

inrasrucures, have a more serious impac on he lives and welare o people and he operaon o

businesses. In he evens, we are considering, apar rom lighs and compuers urning o or a limied

me as well as elecriciy-powered heang and cooling shutng down, mosmodern service acilies

– including crical services such as hospials, healh care cenres, re saons, police saons as well

as less essenal services like shops, gas saons, ec. – will be unable o operae; he inerne and

elecommunicaons are disabled; afer a while, ood in rerigeraors and reezers will go bad. Such

coss will increase wih increased elecricaon – exended loss o power will, e.g., disable he enre

car ee when i is ully elecried – and energy secor inegraon. A cusomer damage uncon in

such scenarios would include he direc cos o los elecriciy supply o homes and businesses and he

indirec cos o losing access o oher services and inrasrucures likely o be aeced.

A way o aking he dieren naure o high-impac low-probabiliy evens ino accoun would be o

assign higher values o mass loss evens. Thus, i a whole communiy is o supply or a period his is

more serious han an isolaed inciden. Also, long duraon evens migh come wih rising values o

cusomer minues los. This would reinorce socieal concern o preven sysemic evens.

Given he appropriae VoLL esmaes – duraon dependen and aking direc as well as indirec coss

ino accoun – he approach o Anderson e al. (2019) could be combined wih models like hose in

Paneli e al. (2017) o monese he impac o large-scale disrupve evens. Given esmaes or

probabilies o occurrence he expeced benes o resilience invesmens and inervenons –

damages and coss avoided due o he resilience measures – could hen be incorporaed in CBA

analyses.

117 For a recen review o he economics o VoLL see, e.g., Gorman, W. (2022). The ques o quany he value o los load: A crical review
o he economics o power ouages. The Elecriciy Journal, 35(8), 107187.
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7. CONCLUDING DISCUSSION AND POLICY
RECOMMENDATIONS

Exreme evens are increasing boh in erms o requency and scale, causing serious damage o crical

inrasrucures and physical asses, such as gas and elecriciy ranspor inrasrucure. IPCC

projecons or Europe indicae a urher increase in he requency o such hreas and heir inensiy.

The impac will depend on he success o eors o reduce greenhouse gas emissions, bu even in he

unlikely even ha global warming could be limied o 1.5°C, i will be signican. Higher levels o

warming would enail even higher impacs.

Increasing requency and inensiy o climae-relaed hazards demands a sysem ha is more robus

and is resilien: i canwihsand, adap, and recover quickly when hi by such shocks. Simulaneously,

he drive owards a cleaner energy sysem, a rapid rise in renewables and increased secor inegraon

has led o a sysem ha is less sable and more volale han beore and more vulnerable o shocks.

This calls or more and beter energy-nework sysem services. Resilien inrasrucure is clearly o

he essence in he energy ransion in Europe. I is hereore urgen o ask how EU law and regulaon

can suppor and creae incenves or a more resilien inrasrucure.

Case sudies

In his repor, case sudies o elecriciy and gas neworks hi by disasers like wildres, sorms and

exreme cold, illusrae he consequences o climae-change relaed hazards in a concree way. The

elecriciy cases illusrae he resilience consequences o a rise in climae-relaed hazards and an

increased share o disribued RES generaon, he undamenal imporance o well-unconing

elecriciy neworks or modern lie, and he imporance o he regulaory environmen. The gas case

sudies highligh ha climae-relaed risks (such as 1-in-20 or 1-in-50 gas demand scenarios) are

explicily considered because gas demand (a leas in he norhern hemisphere) is largely driven by

weaher condions (e.g., emperaure).

Defining resilience in regulation

Diverging approaches by naonal regulaory auhories shows ha here is no consensus on he need

o inervene hrough regulaon/legislave changes o reinorce he role o operaors in resilience

building (ex: Ausralia, Ialy, ec.). The queson is hereore o know wheher EU inervenon is

opporune, and i yes, which regulaory and legislave approach should be adoped a EU level. This

repor argues in avour o a argeed regulaory approach a EU level, around he principles and

measures described below.

The approach o resilience in EU energy legislaon is ofen limied o specic aspecs o he qualiy o

energy supply such as: adequacy, securiy o supply, reliabiliy, requency and pressure sabiliy, and

operaonal securiy. A more comprehensive and inegraed approachmus be promoed. This sars

by having a clear denion o resilience in conex and as a common seering objecve. The Crical

Enes Resilience Direcve conains a denion o resilience ha is appropriae and can be used as
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a useul blueprin wih ew adjusmens. Our proposal or he denion o resilience is: ‘an enty’s

abiliy o preven, proec agains, respond o, resis, mitgae, absorb, accommodae and recover rom

a disruptve even’.

EU energy legislaon addresses specic sides o resilience in a argeed manner. A rs area where

resilience is reerred o is grid planning, wih specic assessmen requiremens or regulaors as par

o he nework developmen plans. This pus grid operaors in he oreron. This is already a good

start, but resilience must be better integrated and defined as a mandatory assessment requirement

creating strong incentives to invest in order to limit additional costs in case of major disruptions This

requires o have a broader assessmen scope (e.g. including exibiliy) and longer erm perspecve.

One queson raised in he repor is wheher modelling sysems have he righ merics or reecng

resilience needs. A key ask or grid operaors will remain o ideny and assess risks ha will orm

he basis or invesmen plans and decisions. A parcular challenge here is o dene crieria and

merics hawill reec disrupons o varying scale and in longer merame (nework plan as basis or

invesmen decisions). A second area where resilience is reerred o in he energy legislaon is as par

o sysem operaonal managemen and echnical perormance. This is crucial o sysem resilience,

bu he approach should be broadened in order o ancipae he scale o disrupons.

In addion o planning, emergency preparedness, resoraon, and echnical perormance, resilience

building mus be beer inegraed a he level o marke design, wih a close ineracon beween

grid operaors and oher acors conribung o resilience, such as providers o fexibiliy, ancillary

and balancing services.

Promoting and accounting for flexibility

The energy sysem has become more decenralised, wih a higher share o inermien renewable

energy sources. European counries have se ambious arges or new generaon capaciy wihin

oshore wind, which raises quesons as o he managemen o grid sabiliy and balancing

managemen. This pu an addional burden on grid operaors when managing he grid. On heir side,

nal cusomers (bohwholesale and households) are increasingly responsive o prices. In ha conex,

he use o exibiliy will conribue o energy sysem resilience. Flexibiliy mus be urher promoed

and aken ino accoun in resilience planning, noably a he level o he grid. Operaors mus be

encouraged o map he poenal or fexibiliy.

Incentivising investment in resilience

CBA rules may be considered when i comes o invesmens in regulaed neworks like disribuon

and ransmission power neworks. Benes o resilience-movaed invesmens end o be much

more dicul o measure han he coss. However, i he benes are no properly accouned or in

he analysis, hen invesmens wih a primary ocus o improving resilience may yield a negave CBA

balance. I decisions are made on ha basis, hey will be auomacally ruled ou.
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Incenvising resilience invesmens and inervenons is clearly very imporan: nework operaorswill

no ener ino he relaed expenses i hey are no compensaed, e.g., hrough user aris. However,

in regulaed naural monopolies such as elecriciy and gas ransmission and disribuon such

invesmens need o be jused by he resulng benes. Grids being regulaed enes, brings up he

queson o he role o regulaors, and he mehodologies he later use o boh monior operaors’

assessmen and invesmens, bu also in erms o guidance as o he priorisaon o invesmens. In

realiy, resilience will be one among oher crieria ha spread beween shor-erm o long-erm

invesmen rames. A separae bu relaed maer is he queson o cos recovery or hese

invesmens (including hrough aris).

Mulcrieria approaches using several resilience merics may represen a way orward. However, i

a mulcrieria approach is adoped, i needs o be clear how resilience is considered in regulaory

decision-making.

Novel approaches to building resilience

Some naonal regulaors are developing approaches o evaluae or o incenvise resilience. In heUK,

DSOs are required o include resilience aspecs in heir business plans. In Ialy, DSOs are required o

publish CBA-suppored plans or deending neworks agains climae-relaed hazards. In Ausralia,

he regulaor has indicaed ha resilience-relaed invesmens would be allowed, given a causal link

o an increase in exreme weaher evens. Also in Ialy, a new risk-based mehodology has been

approved or improving he resilience o he elecriciy ransmission grid. Ineresngly, in he only EU

case (Ialy) he provisions o he Elecriciy Direcve were adequae and, more generally, legal

changes have generally no been required. A changed approach by he regulaor, considering

resilience-relaed invesmen as one aspec o nework companies’ developmen plans, and he

commimen o nework operaors has been sucien.

Caliornia has adoped a dieren approach or improving resilience agains wildres, which akes

ownership and nancial srucure o US ulies ino consideraon. The approach here relies on

required expendiures on saey measures by ulies as well as a monioring body as a gaekeeper or

ulies’ access o a wildre insurance und; access o he und is conngen on having underaken

adequae saey measures. In he case o Caliornia, legal changes were required.

Impact of increasing gas-electricity coupling

High-impac, low-probabiliy evens such as severe sorms or wildres have radionally been

considered dicul o monese and have no been accouned or in documens such as he ENTSO-E

CBA Guidelines. The concep o resilience is used more explicily when i comes o gas supply. In

parcular, he gas CBA explicily accouns or climac and supply sress condions and monese he

benes rom avoided demand curailmen arising rom hese sress condions.

Due o he increased naure o coupling beween he gas and elecriciy secors, new gas and

elecriciy resilience merics may be needed ha refec increasing iner-dependence and eedback

beween he wo secors and how one secor can suppor resilience o he oher secor. For example,
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how gas and hydrogen sorage can migae risks o dunkelaue (cold, cloudy and calm days) as he

elecriciy secor increasingly relies on variable renewable energy.

This secor coupling rend means ha as we decarbonise our energy sysem and poenally elecriy

hea load wih variable renewables, he eecs o climac variabiliy on elecriciy and hence on he

gas sysemwill magniy and increase considerably.While he gas CBA guidelines do explicily menon

he probabiliy o climac sress evens on gas demand, and hence sraighorward monesaon o

gas inrasrucure resilience in his regard, oher risks such as polically movaed acons o shu

down a supply roue and especially he ones propagang rom secor coupling wih he elecriciy

secor (e.g., wildre) are problemac o monese as here is litle basis o calculae risk and

sysemac denion o probabilies.

Monesing resilience

The repor raises he queson on wheher resilience should be monesed or no. Monesing he

benes o resilience measures is imporan o esablish a basis or regulaory decisions on nework

developmen plans, bu also dicul. Research is ongoing in his area and consensus has ye o be

achieved. The research has, however, already shown how he monesaon o resilience could be

approached:

• The system under consideration is modelled, including a model of the vulnerability (fragility)

of individual components to identified threats.

• The impact of extreme event(s) under consideration on a resilience metric, such as the

trajectory of lost load, is compared with and without investment.

• The physical metric is monetised using appropriate valuation of losing load.

• Expected benefits are computed by multiplying benefits with the probability of occurrence of

identified hazards.

The Value o Los Load (VoLL) will be a very imporan componen o any approach o monesing

resilience. Esmaes or VoLL do exis in he conex o radional reliabiliy sudies. Such esmaes

are, however, resriced o he direc impac o he loss o elecriciy or gas supply, usually or a

relavely shor duraon. Unplanned, large-scale, and long-lasng disrupons o supply services, which

can impac and propagae o oher crical inrasrucures, may have a more serious impac on he

lives and welare o people and he operaon o businesses han he evens considered in reliabiliy

sudies. Research in his area is urgenly needed or proper valuaon o resilience benes.

Anoher challenge is he esmaon o hazard probabilies.Moreover, in many cases he probabiliy

o he exreme evens involved – e.g., drough and wildres in Souhern Europe – is prediced o

increase rom curren levels over he ypical lieme o he invesmens considered. The degree o

increase will depend on he climae scenario. A risk-based approach may hereore be appropriae.

This would enail analysing dieren scenarios or he evoluon o he likelihood o climae hazards

and would ideally ake he sascal disribuon o hese hazards hrough me ino consideraon.
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In essence, invesng in improved resilience o energy inrasrucure is jus one aspec o he process

o adapng o and migang climae change. To some exen he expendiures involvedmay overlap

and replace oher coss incurred o improve reliabiliy and securiy o supply agains ‘ordinary’

evens. Coss will, however, almos cerainly increase i he qualiy and reliabiliy o energy supply

Europe is accusomed o is o be mainained. These cossmay be hough o as insurance agains he

greaer damages ha would ensue in he absence o acon, i.e., i he consequences o climae

change or exreme weaher evens were o be ignored and only responded o on an ex-pos basis,

afer disasers have occurred. There are dieren ways o bringing he required invesmens abou,

e.g., hrough economic incenves or command and conrol. In regulaed secors cos recovery o

invesmens usually akes place hrough aris. Finally, despie improved resilience o energy

inrasrucure, here will occur exreme evens ha may seriously damage inrasrucure and enail

high coss. Insurance unds such as ha esablished in Caliornia may be a good soluon o share

such coss, unless markes ll he gap and oer insurance or hese kinds o evens. This policy does,

however, need urher sudy on wheher i acually makes he sysem more resilien, since insurance

in general inroduces boh adverse selecon and moral hazard.
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